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Privacy vs. Data: Business Models 

in the digital, mobile Economy  
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Agenda 

ÁCase Studies Structure 

 

ÁGoogle 

 

ÁFacebook 

 

ÁApple 

 

ÁAmazon 

 

ÁLearnings 
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Structure of Case Studies 

ÁBusiness Model 

ÁValue Proposition 

ÁArchitecture of Value Creation  

ÁRevenue model 
 

ÁPersonal Data  

ÁUser Identification  

ÁData Collection 

ÁData Processing 

ÁData Usage 
 

ÁPrivacy Risk 
 

ÁPrivacy Protection  
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Agenda 

ÁCase Studies Structure 

 

ÁGoogle 

 

ÁFacebook 

 

ÁApple 

 

ÁAmazon 

 

ÁLearnings 
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Google Inc. 

Á Founded on 4th, September 1998 by Larry E. Page and 

Sergei M. Brin 

 

Á òGoogleõs mission is to organize the world õs information and make 

it universally accessible and useful ó (Google) 

 

Á Core competence and revenue stream is òWeb Searchó 

 

Á Some figures é 

ÁRevenue in 2011 (until Q3):  

Á$ 27.33 billion (Google Inc. 2011)  

ÁEarnings in 2011 (until Q3):  

Á$ 7.033 billion (Google Inc. 2011)  
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Value Proposition of  

Google in a Two-sided Market 

Google  

Advertiser Users 
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Business Model 

Value Proposition (1) 

ÁBenefit for Users 
ÁFree Web Services, e.g. 

Á Search, Video, Mail 

Á Docs, Browser 

Á Social Networking 

Á é 

 

ÁOS-independent, cloud -based, collaboration -

enabled, é 
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Business Model 

Value Proposition (2) 

ÁValue for Advertisers (Customers) 

ÁAdWords (Keyword Targeting), incl. data on  

ÁSearch Query 

ÁIP Location 

ÁLanguage 

 

ÁAdSense (Context/Content-based Targeting) 

ÁWebsite related  

ÁUser Interest related  

ÁUsed outside the Google network 

 

 

 8 

V
a

lu
e

 

P
ro

p
o
s
itio

n
 

V
a

lu
e

 

C
re

a
tio

n
 

R
e

v
e

n
u

e
 

M
o
d

e
l 



é
é

 
 

 
 

 
    ... 

Data vs. Privacy  WS 2011/2012, Chair of Mobile Business & Multilateral Security  

Business Model 

Value Proposition (3) 
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AdWords Examples 

AdWords in Google Online Search 
Location-based Advertising  

in Google Maps (iPhone) 
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Business Model 

Value Proposition (4) 

ÁExample for AdSense 
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Business Model 

Architecture of Value Creation  
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Business Model 

Revenue Model (1) 

ÁMain Revenue Source: Advertising 
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Source: Arnold 2009 
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Business Model 

Revenue Model (2) 

ÁPay-Per-Click (PPC)  

ÁGoogle charges bid amount of auction 

winner  

 

ÁAdWords Auction 

ÁBid x Quality score  

ÁQuality score = Click-Through Rate x 

Landing Page Quality x Landing page 

Load Time x Geographical 

Considerations x Ad Copy Relevance 
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Business Model 

Revenue Model (3) 

AdSense: Revenue Sharing 

 

ÁWebsite owners integrate Google 

advertisements into their own website  

ÁEvery time the advertisement is displayed 

or clicked, Google charges the advertiser  

ÁThis revenue is shared between advertisers 

and Google 
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AdSense Process 
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Personal Data:  

User Identification  

ÁGoogle User Account 

ÁCookies (anonymised after 18 month) 

ÁFrom own services 

ÁFrom foreign websites connected to Google 

Analystics 

ÁIP (anonymised after 9 month)  

ÁUnique identifier in  

ÁBrowser  

ÁOS, Mobile Device 
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Personal Data:  

Data Collection 

ÁBehaviour Data  

ÁNotebook usage (Chrome OS) 

ÁMobile device usage (Android) 

ÁOnline Communication (e.g. Gmail, Google Voice)  

ÁPhysical movement data (e.g. Maps, GPS) 

ÁOnline Browsing (e.g. Google Analystics, Web Search) 

 

Á (Real-time) Location -based data (Android, Maps) 

ÁLanguage specific data (e.g. Translator)  

ÁSocial context data (e.g. Google Plus, Google Voice)  
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Personal Data:  

Data Processing (1) 

 18 

ÁFrom the collected data, Google extracts 

relevant user attributes for advertising  

Á Interests (e.g. music, shopping), location patterns, 

search behaviour, gender, age, etc.  

 

 

Raw 

Data 

User 

Profiles  

Personal Data (e.g.  

location patterns)  

Non-Personal Data  

(e.g. traffic data)  
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Personal data  

Data Processing (2) 
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Google Ads Preferences Manager 
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Personal data  

Data Usage 

ÁTargeting of Advertising (e.g. Adwords, 

Adsense, Youtube, Gmail, etc.)  

 

ÁImproving existing products and services 

 

ÁForecasting new demand of users and 

development of new products and services 

for economic growth  
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Some Privacy Risks 

ÁCollected personal data  
 

Á is transferred to Third Parties  

Á is disclosed to individuals (e.g. photos on Google Plus) 

Á is used for surveillance (  

Á Location Profiling,  

Á Internet tracing (e.g. IP) or  

Á GPS tracking 

Á used for any other kind activities (e.g. 

manipulation/influencing of individuals)  

Á é 
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Privacy Protection  

ÁGoogle Dashboard 

ÁOpt-out of Ad Personalisation 

ÁEncrypted Search 

ÁGoogle Analytics Opt-out 

ÁSearch Personalisation Opt-out 

ÁControl for Google Latitude  

ÁOff the record of GMail chats  

ÁStreet View Blurring  

ÁUnlisted and Private Videos on YouTube 

ÁWeb History Controls 

Áé 
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Google Dashboard 
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Agenda 

ÁCase Studies Structure 

 

ÁGoogle 

 

ÁFacebook 

 

ÁApple 

 

ÁAmazon 

 

ÁConclusion 
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Facebook Inc.  

Á Founded on 4th February 2004 by Mark Zuckerberg as TheFacebook 

at the Havard University  
 

Á òFacebookõs mission is to give people the power to share and 

make the world more open and connected ó (Facebook) 
 

Á Core competence in the provision of social networking services  

Á Complementary services like messages and games were added later 

 

Á Core business revenues generated by advertising,  especially 

banner ads  

Á Facebook has the highest share of banner ads in the U.S. (September 2010) 
 

Á Some Figures 

Á Revenue until September 2010: 1.2 billion (FR 2011)  

Á Earnings until September 2010: 355 mil. (FR 2011) 

 25 



é
é

 
 

 
 

 
    ... 

Data vs. Privacy  WS 2011/2012, Chair of Mobile Business & Multilateral Security  

Value Proposition of  

Google in a Two-sided Market 

Facebook 

Advertiser Users 

û 

V
a

lu
e

 

P
ro

p
o
s
itio

n
 

V
a

lu
e

 

C
re

a
tio

n
 

R
e

v
e

n
u

e
 

M
o
d

e
l û 

Product 

Offerings 

 26 



é
é

 
 

 
 

 
    ... 

Data vs. Privacy  WS 2011/2012, Chair of Mobile Business & Multilateral Security  

Business Model 

Value Proposition (1) 

ÁBenefit for Users 
ÁFree social network services complemented by  

Á Social-Shopping-Marketplace 

Á Apps, Open Graph (Connect) 

Á Facebook Places, Video chat, Calendar 

Á é 

ÁSharing content and stay connected with your 

friends  
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Business Model 

Value Proposition (2) 

ÁValue for Advertisers  

ÁAdvertising based on 

ÁUser demographics, e.g. 

ÁAge, gender, location,  

ÁConnections, relationship status, birthday,  

ÁEducation level, workplace, language, interests, é 

ÁSearched Keywords 

ÁUser behavior collected through òLikeó 

buttons 
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Business Model 

Value Proposition (3) 
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Business Model 

Architecture of Value Creation  
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collects  

Support for connecting 

content and data beyond 

Facebook Å OpenGraph (Like Button) 

Å Facebook Connect 

Å Facebook Analytics 

Å Graph APIs 

Å ...  

 

Facebook Services 

Å Apps & Games 

Å Calendar 

Å Marketplace 

Å Video Chat 

Å Micro-Payments 

 

generates supports 

Third Party apps 

 

User & Traffic  
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Business Model 

Revenue Model (1) 

ÁMain source: Advertising (2009 - 2011) 
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In millions   2009 2010 2011 

Advertising $738 $1,860 $3,800 

Facebook credits  $39 $140 $470 

Total  $777 $2,000 $4,270 

Advertising % of 

total revenue 

95% 93% 89% 

Source: Based on Learmonth, 2011 
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Business Model 

Revenue Model (2) 

ÁPay-Per-Click (PPC) Model 

ÁFacebook gets the bid amount of the auction 

winner (advertiser) - if an ad is clicked by a 

user  

 

ÁAuctioning of Advertising Space 

ÁBid x Click -Through -Rate x Quality  

ÁQuality = OpenGraph Results x Country x Ad 

Relevance to profile x Page Quality  
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Business Model 

Revenue Model (3) 

ÁPay-Per-Impression (PPI)  

ÁFacebook gets a predefined amount per 

thousand impressions 

 

ÁAuction 

ÁBid x actual impressions x Quality score  

ÁQuality = OpenGraph Results x Country x Ad 

Relevance to profile x Page Quality  
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Personal data  

User Identification  

ÁFacebook account 

ÁName, username, eMail, IDs, etc.  
 

ÁUser pictures 

ÁFace recognition 
 

ÁCookies 

ÁFor own services 

Á for Third Party websites connected by OpenGraph  
 

ÁBrowser Fingerprinting? 
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Personal data  

Data Collection 

Á Social-Interaction Data  

Á Social connections (Friends List, family relations, etc .) 

Á Interests (user profile, fan page likes, clicked ads, gaming, 

posts, etc.)  

Á Education and job related data (user profile information)  

Á Hobbies (user profile information)  

Á Communication behaviour (video chat, comments, etc.)  

Áé 
 

Á Location-based data  

Á Facebook places, FB location tracking, etc.  
 

Á User Transactions  

Á Market-place, user micro -payments to app providers  
 

Á Online behaviour data (FB site tracking, OpenGraph (Like 

Buttons), etc.)  
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Personal data  

Data Processing (1) 

 36 

Á From the collected data, Facebook extracts and categorises 

user attributes relevant for advertising  

 

Á Facebook Category Targeting Manager (by Facebook Studio) 
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Personal data  

Data Usage 

Á ăWe use the information we receive about you in connection with 

the services and features we provide to you and other users like 

your friends, the advertisers that purchase ads on the site, and the 

developers that build the games, applications, and websites you 

use. For example, we may use the information we receive about 

you: 
Á as part of our efforts to keep Facebook safe and secure;  

Á to provide you with location features and services, like telling you and your 

friends when something is going on nearby;  

Á to measure or understand the effectiveness of ads you and others see;  

Á to make suggestions to you and other users on Facebook, such as: suggesting that 

your friend use our contact importer because you found friends using it, 

suggesting that another user add you as a friend because the user imported the 

same email address as you did, or suggesting that your friend tag you in a picture 

they have uploaded with you in it. ó  

 

(Facebook, 2011) 
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Personal data  

Data Usage 
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Privacy Risks 

 39 

ÁCollected personal data  
 

Á is transferred to Third Parties  

Á is disclosed to individuals (e.g. photos on Facebook)  

Á is used for surveillance (  

Á Location Profiling,  

Á Internet tracing (e.g. IP) or  

Á GPS tracking 

Á used for any other kind activities (e.g. 

manipulation/influencing of individuals)  

Á é 
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 Facebook Privacy Protection 

ÁTypes of Privacy Protection  
 

 

ÁPrivacy Protection towards other individuals in 

Facebook 

 

ÁPrivacy Protection towards Third Parties  

 

 

ÁPrivacy Protection towards Facebook itself  

ÁIs this possible if é 

Áan individual is a Facebook member? 

Áa non Facebook member? 
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 Facebook Privacy Protection 

(Individuals /Third Parties)  

Á How You Connect 

Á Manages the visibility and permissions of own profile information, 

wall and message to people on the friends list.  

Á How Tags Work 

Á Manages what individuals on a friends list are allowed to do with 

shared content.  

Á Apps and Websites 

Á Manages the access permission of apps, games and  

Third Party websites  

Á Limiting the audience for previous posts  

Á Manages the access permissions of previous posts 

Á Blocking Individuals and Apps 

Á Manages the blocked individuals and apps 

Á Ads shown by Third Parties 

Á Manages the access permissions of the advertisers 

Á Minimalisation of personal data disclosure  
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 Facebook Privacy Protection 

(Individuals /Third Parties)  

 42 
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Agenda 

ÁCase Studies Structure 

 

ÁGoogle 

 

ÁFacebook 

 

ÁApple 

 

ÁAmazon 

 

ÁConclusion 
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Apple Inc.  

Á Founded on 1st April 1976 by Steve Jobs, Steve Wozniak and Ronald 

Wayne as Apple Computer in Los Altos, California  

Á Until 1985, Apple I and Apple II dominated the personal computer market. In that 

time, its core competence was to design and develop personal computer hard - and 

software  

Á In 2003, Apple entered the music market, introducing the iPod and iTunes Store  

Á In 2007, Apple has revolutionised the mobile phone market with the iPhone. Other 

mobile devices like iPad followed in the next years  

 

Á Today, Appleõs core business is selling hardware, software and 

contents complemented by its iAds platform  
 

Á Some figures 

Á Revenue (in 2011): $108.249 billion  

Á Earnings (in 2011): $25.922 billion 

  

Source: United States Securities and Exchange Commission, 2011 
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Value Proposition of  

Google in a Two-sided Market 

Apple 

Content Providers Users 
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Content Provision 
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Business Model 

Value Proposition (1) 

ÁBenefit for Users 
Á Content 

Á Movies, TV Shows, Music, etc. 

Á Hardware Devices 

Á iPhone, iPad, Apple TV, iPod 

Á MacBook, iMac, Displays 

Á Software 

Á OS, Office, Mobile Apps, etc.  

Á Complementary OS integrated services 

Á iCloud, Apps Store,  

Á iMail, iCalendar  

Á Music Match 
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Business Model 

Value Proposition (2) 

ÁValue for Content Provider/Advertisers  

ÁSales Channel incl. 

ÁPromotion system 

ÁPayment system 

ÁInfrastructure (e.g. storage & distribution)  

Áé 

 

ÁAdvertising Platform (for Advertisers)  

ÁiAds Infrastructure  

ÁUser contacts 

Áé 
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Business Model 

Value Proposition (3) ð App Promotions 
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Business Model 

Architecture of Value Creation  
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