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business Cryptosystems: Key Exchange
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n*(n-1)/2 Keys

Internet: ~ 1.000.000.000 Users

=> ~ 500.000.000.000.000.000 Keys
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[J. Buchmann: Lecture Public Key Infrast , FG Theoretische Informatik, TU-Darmstadt] E
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business Key Server
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. Key Server
| Key Server knows all secret keys! |
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[J. Buchmann: Lecture Public Key Infrastrukturen, FG Theoretische Informatik, TU-Darmstadt] 4 E
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[J. Buchmann: Lecture Public Key Infrastrukturen, FG Theoretische Informatik, TU-Darmstadt]
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Q)

nge Problem Solved!

Public-key Server
Z :

Server knows no secret information!

o

[J. Buchmann: Lecture Public Key Infrastrukturen, FG Theoretische Informatik, TU-Darmstadt] 6 E
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Concept of Asymmetric

business Encryption Systems

Use of key pairs instead of one key:
= Public key is solely for encryption.

= Encoded text can only be decrypted with the corresponding
private (undisclosed) key.

Private key cannot be calculated from the public key.

The public key can be distributed freely, even via insecure
ways (e.g. directory (public key crypto system)).

Messages are encoded via the public key of the addressee.
Only the addressee holds the private key for decoding.
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SEEEEE secret area

Asymmetric Encryption Systems

random number

v

C
encryption key,

publicly known

plaintext

-X*

Encryption

encrypted text

s C(X) *

plaintext

Decryption

Box with slot, access to messages only with a key

From: H. Federrath, A. Pfitzmann, 1997
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mobile N\ Asymmetric Encryption Systems:
business

RSA
= Rivest, Shamir, Adleman, 1978

= Based on the assumption that the factorization of the product
of two (big) prime numbers (p*q) is “difficult” (product is the
public key)

= Key lengths often 1024 bit; recommended 2048 or 4096 bit

Diffie-Hellman
= Diffie, Hellman, 1976
= First patented algorithm with public keys
= Allows the exchange of a secret key

= Based on the “difficulty” of calculating discrete logarithms in a
finite field

Examples

|
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business RSA Encryption

= To encrypt a message M, using a public key
(e,n), proceed as follows (e and n are a pair of
positive integers):
= First represent the message as an integer between 0

and n-1 (break long messages into a series of blocks,
and represent each block as such an integer).

. Then encrypt the message by raising it to the
" power modulo n.

. The result (the ciphertext C) is the remainder of M¢
divided by n.

* The encryption key is thus the pair of positive
integers (e,n).

[RSA78] E
13



mﬁ%lﬁ e\\ss RSA Decryption

= To decrypt the ciphertext, raise it to
another power d, again modulo n.

= The decryption key is the pair of positive
integers (d,n).
= Each user makes his encryption key

public, and keeps the corresponding
decryption key private.

[RSA78] E
14
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business RSA Encryption/Decryption Summary

" C = E(M) = M° (mod n),
for a message M

= M =D(C) = C? (mod n),
for a ciphertext C

[RSA78] E
15
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= You first compute n as the product of two
primes p and q.

" n=p*q
»= These primes are very large “random” primes.

= Although you will make n public, the factors p
and g will be effectively hidden from everyone
else due to the enormous difficulty of factoring
n.

= This also hides the way, how d can be derived
from e.

[RSA78] E
16
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business Choosing the Keys (Il)

= You then choose an integer d to be a
large, random integer which is relatively

prime to (p-1)*(q-1).

= That is, check that d satisfies:

* The greatest common divisor of
d and (p-1)*(g-1) is 1.

" gcd(d, (p-1)*(g-1))=1

[RSA78] E
17
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business Choosing the Keys (lll)

= The integer e is finally computed from
p,q, and d to be the “multiplicative
inverse” of d, modulo (p-1)*(q-1).

* Thus we have
e*d =1 (mod (p-1)*(g-1)).

[RSA78]
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business Example (1)

Public u Let p=7 and q=1 1 .

e = Then n=77.
oprivat'e = Alice chooses d=53, so e=1/.

o " gcd(d,(p-1)*(g-1)) =

r gcd(53,(7-1)*(11-1)) = gcd

~ (53,60) = 1
Alice
* e*d mod (p-1)*(g-1) =
901 mod 60 = 1

Based on [Bi05] E
19
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= Bob wants to send Alice the
message ,,Hello World"”

» Each plaintext character is

represented by a number
between 00(A) and 25 (Z).

= Therefore, we have the
plaintext as:

070411111426 221417 1103

Example (Il) E

Hello
World

Bob

Based on [Bi05] E
20
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= Using Alice’ s public key the
ciphertext is:
» 077 mod 77 = 28 Hello
» 04 mod 77 = 16

* 1177 mod 77 = 44 @

* 03" mod 77 =75 Ayl

= Or 28 16 44 44 42 38 22 42 19
44 75

Based on [Bi05] E
21
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business Example (IV)
5 1644 41 = Alice decrypts the ciphertext
Perires by calculating:

x 28°3 mod 77 = 07
» 1623 mod 77 = 04
" 4433 mod 77 = 11

1
@ = 75°3 mod 77 = 03

= Or: 070411 11 14 26 22 14
17 11 03 = “Hello World”

Based on [Bi05] E
22
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business Public Key Algorithms
Algorithm Performance’
El Gamal 1826 s
RSA 16 s
Disadvantage: Complex operations
with very big numbers
=> Algorithms are very slow
*) Encryption of 1 MB-blocks with an Athlon 1GHz processor

[J. Buchmann: Lecture Public Key Infrastrukturen, FG Theoretische Informatik, TU-Darmstadt]
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symmetric session key
/ \

v
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public encryption private

Offer
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Offer —> | encrypt L
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[based on: J. Buchmann 2005: Lecture Public Key Infrastrukturen, 25
FG Theoretische Informatik, TU-Darmstadt]
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business Attacks on Public Key Distribution

“Man in the middle attack”

A asks for B’ s public key

v

but C sends his own

_ public key C asks for B’ s public key

v

~ B sends its public key B

message ignorantly
encrypted for C

v

message encrypted for B

v

S Keys are certified: a 3™ person/institution confirms (with its
digital signature) the affiliation of the public key to a person.

¢
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business Certification of Public Keys

= B can freely distribute his own public key.

= But: Everybody (e.g. C) could distribute a public key
and claim that this one belongs to B.

= |f A uses this key to send a message to B, C will be able
to read this message!

= Thus:
How can A decide if a public key was really created and
distributed by B without asking B directly?

> Keys get certified, i.e. a third person/institution
confirms with its (digital) signature the affiliation of a
public key to entity B.

> Public Key Infrastructures (PKIs)
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Three types of organization for certification systems (PKIs?):

= Central Certification Authority (CA)

= Asingle CA, keys often integrated in checking software
= eExample: older versions of Netscape (CA = Verisign)

= Hierarchical certification system

= CAs which in turn are certified by “higher” CA
= Examples: PEM, TeleTrust, infrastructure according to Signature Law

= Web of Trust

= Each owner of a key may serve as a CA.
= Users have to assess certificates on their own.
= Example: PGP (but with hierarchical overlay system)

Certification of Public Keys




m0b||e A\ Hierarchical Certification
of Public Keys

b U SI n eSS (Example: German Signature Law)

Regulatory Authority Q Root-CA (Regulatory Authority)
confirms

public keys

of the CAs / j \
~ Certification
Q Q Q Authorities (CA)

TeleSec, D-Trust

/j\ /J\ /l\ TC TrustCenter, ...

persons organizations

= The actual checking of the identity of the key owner takes place at
so called Registration Authorities
(e.g. notaries, bank branches, T-Points, ...)

= Security of the infrastructure depends on the reliability of the CAs. " E




mobile N\ Content of a Key Certificate

bUS| Ness (according to German Signature Law and Regulation)
indication of ) serial number
the algorithms
used version: v3
serial number: 4711
sign alg: RSA/SHA-1
issuer: all-sign-CA
period of validity validity: 7.1.00 - 31.12.02
key owner, subject: German, Michel certification
possibly named by key: 0100110001110000... provider that
pseudonym pseudonym: yes issued the
certificate
signature test limitation: no
key qualified: no
attributes:
representative of the

lchancellor

signature
31




mobile N\ Tasks of a Certification Authority
bUS| Ness (according to German Signature Law and Regulation)

= Reliable identification of persons who apply for a
certificate

* |[nformation on necessary methods for fraud resistant
creation of a signature

» Provision for secure storage of the private key
= at least Smartcard (protected by PIN)

= Publication of the certificate (if wanted)

= Barring of certificates

» |f necessary issuing of time stamps

= for a fraud resistant proof that an electronic document has
been at hand at a specific time




mObI Ie N Requirements to an Accredited CA
bUS| Ness (according to German Signature Law and Regulation)

= Checking of the following items by certain
confirmation centers (BSI, TUVIT, ...)

= Possibly license of the regulation authority

Concept of operational security

Reliability of the executives and of the employees as
well as of their know-how

Financial power for continuous operation

Exclusive usage of licensed technical components
according to SigG and SigV

Security requirements as to operating premises and
their access controls
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“Introducer”
David

1 > Bob knows David and has received
David’ s public key by David himself

2 > Alice lets David sign
her public key

3 4 > Bob can verify Alice’ key

Alice sends the signed on the basis of David’ s
key to Bob .
% > signature
-

Bob encrypts his message to

Alice 5 > Alice with the received key Bob

= Each user can act as a “CA".
= Mapping of the social process of creation of trust
= Keys are “certified” through several signatures.

= Expansion is possible by public key servers and
(hierarchical) CAs

:
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Web of Trust:
= Certification of the public keys mutually by users
= | evel of the mutual trust is adjustable.

Web of Trust Example
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mobile X\ Protection of Email
business Example PGP

= PGP = Pretty Good Privacy

» De facto-Standard for freely accessible e-
mail encryption systems on the Internet

* First implementation by Phil Zimmermann

= Long trial against Phil Zimmermann because
of suspicion of violation of export clauses

* |[n U.S. free version in cooperation with MIT
(agreement with RSA because of then
patent)

* Meanwhile commercialized: www.pgp.com

* Gnu Privacy Guard (GPG): non-commercial
Open Source variant (OpenPGP, RFC2440)

+



ml?&sllﬁe\\ss PGP: Encrypt Message

&g Klausur MC1 - Nachricht - Microsoft Word = ||:|15]
- Datei Bearbeiten Ansicht Einfiigen Format Extras Tabelle Fenster 2 Frage hier eingeben > X
2eRENERY | IBRY v - QBORN=@ BT v -7,

£ 21 [piur Text ~|[Courier New o -)|F X © g == 1=.|i= = &= 4= v 2 A~

glEndgultig& Yersion enthalt Markups -lﬁnzeigen' % -5 37 I % B .

£ PGPtray - Key Selection Dialog : i ES

“=lgenden Konten~ ) ~ B3 %, ! 4 ¥ | [sJoptionen.. ~

an[220 Munternann; | Drag users from this list to the Recipients list | 'v'a!idity | Size l -
M. | "< andreas Albers <andreas.albers@m-lehrstuhl.de 0 2048/1024
: ["<7|Elvira Koch <Elvira.Koch@M-Lehrstuhl.de > [ 30961024
~ Betreff: | Klausur MC1 FAfritsch J 1024
Hallo Jan, ("= fritsch@dfki, uni-sb.de o 1024
Anbei meine Aufgaben fiur die MC1 Klausur: fritsch@Fsinfo.cs.uni-sb.de 0 1024
5 fritsch@pfsparc0l.phil1S.uni-sb.de 3 1024
un franeitant caidurt airencs sioesoon [Edfritsch@phil.uni-sb.de o 1024
graefstr. 78 fax: "= |Heiko Rossnagel <heiko.rossnagel@m-lehrstubl.de > " 1024/1024
DshO0sdstranEtuct waw. - lehrstubl. - gy s Rannenberg <Kai.Rannenberg@m-lehrstuhl.de> @ 2048
"Ik ai Rannenhera <K ai Rannenheramm-lehretihbl de [ 2N4R11N74 .:.I
[m]e =34 | Recipients | validity | Size |
Zeichnen~ | | AdtoFormen~ . a [1 O E] 4 D+ FHeiko Rossnagel <heiko.rossnagel@m-lehrstuhl.de> &) 204871024
Seite 1 Ab 1 11 Bei25m Zel Spl MAK AN ¥R Jan Muntermann <munterma@wiwi,uni-frankfurt,de > < 1024

0K | Cancel | Help
[~ Secure Yiewer

[~ Conventional Encryption

38




ml:?d?s!lﬁe\\ss PGP: Decrypt Message

Yon: Heiko Rossnagel An:  Jan Muntermann

Betreff: Klausur MC1 Cc:

————— BEGIN PGP MESSAGE-—--—-—- -
Version: PGP 8.0 - not licensed for commercial use: wuw.pdgp.com

PGPtray - Enter Passphrase 3 2] x|

hQCMAS/VPPIP3sat AQP+LgxvxF3k4G/ ThexpMLX43 6hiwBp6xPE8pad9R7roSXo!
UHEs07/tFrJFQIpPEcUNouy47p4sR2ZFO+IXgqJul yHpSEXNGIcAQCpGXEOSZ I W, Message was encrypted to the fallowing public keys) :
BSTXKtUBBYJIdanckG 1as78REP1sg8VDrAlYopEAeqMMwZ pkBuoxyo3KCiRkhi: Heiko Frossnagel <heiko.rossnagel@mlehrstuhl.de> (DH/2048)
Ag4DIY¥1owhVIEZwQCADZLOWAAS?XEUBWMET6KRONS+0af TEF+R0O1vEeU0Oz2Z TOSS: ) an Muntemann <muntema@wivi uni-rankfust. de> (FSA 024]
. .- . . . pan Mun

Alkh23iQOlI9Drye/ uygpcQpTZHhTLZY1Ajjudlvi+GsegOliMBi¥Y8g8G1YE1C!
KDP3GEanyDiDUGROF 1XFOvxPNMKE6EKShHEGZ3 ThhDNDCEXkx kS M3 nd2Vuulvib
UOUXNA9iACO6dhg?NpvzCIJIZ2J7?xREtuBcSBUISLEODrvGLwnLtaDS+EvgL1xTu
AfvQ3NiGrUEQsOHVXwiQANLr8CO9KREYLuAdD 7/ 05Ut sAdbAVMN7ZPYFOIREZ
i7?77TMitBfAbxXFOgF37/b2LechakKsfx6e IVNFnVO7EB/ 9gqpd0GySWEVPZeQASThw
h2oTOSJUCRp/w5390g1altcAxXdlRAIQPHpVSFI2eXXMnCOZZvNIFMhE6Ktcput 6E)
r393iRIPESOL/ HL JMwPAXUHyneh9Qr CX1XSqHORNe j I¥VVrnQyZGIkS8t39059FBd
crirhfeht?3wCgfgGUZal8HyiFEVRC6piJadFrziftnzliwfuf82 Te42 GEAShP:
E1TIJGEtOQLiwMmXormxcOg+WRE IX4nGFX17Hylv ke 7gfyLxXjgeDCnixm708d
NI Wt R+ 1S RO C S+ P 20 A D S i UG
PE3huhKScEvulUg7+0a95 Ay d: bbb
NincI3vdgkZeirlbh+pi4dRjs(|Hallo Jan. ‘:J
=hC09 Anbei meine Aufgaben fur die MC1l Klausur:

Enter passphrase for your private key : [V Hide Typing

ey

oK Cancel

heiko rossnagel
frankfurt direkt
-25306 D-60054 frankfurt

Copy to Clipboard 0K |

39
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business

= Certification of public keys by users: “Web of Trust”

= Differentiation between ‘validity’ and ‘trust’

= ‘Trust’: trust that a person / an institution signs keys only
if their authenticity has really been checked

= ‘Validity’ : A key is valid for me if it has been signed by a
person / an institution | trust (ideally by myself)

= Support through key servers
= Collection of keys
= Allocation of ‘validity’ and ‘trust’ remains task of the
users.
= Path server: finding certification paths between
keys

:
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PGP: Key Management

=10 x|
" File '_ Edit View Keys Server Groups Help
»e2 I PrEV I YH
Keys I W alidity | Trust I Size I Description -
U@ Andreas Albers <andreas. albers@m-lehrstuhl.de> < 2048/1024 DH/DSS public key
G Elvira Koch <Elvira.Koch@M-Lehrstuhl.de> (] 3096/1024 DH/DSS public key
@ fritsch@fsinfo.cs.uni-sb.de Q o 1024 RSA legacy public key
.ﬁ Heiko Rossnagel <heiko.rossnagel@m-lehrstuhl.de> Q [ 2048/1024 DH/DSS key pair
3} Heiko Rossnagel <heiko.rossnagel@m-lehrstuhl de> ) I BRI Naliy|Lothar Fritsch <fritsch@klammeraffe.o 21 x|
@n Jarlm Muntermann <munterﬂma@.ww\.n.um-frankfurt.de) @ o 1024 ey | Subkeysl
Gw Kai Rannenberg <karal@iig.uni-freiburg.de> @ 2048/107
@a KaiR. Rannenberg 2048 <kara@iig.uni-freiburg.de> o 2048 D: [ﬁm
= ﬁo Lathar Fritsch <fritschi@klammeraffe.org> < [ 40967102 Type: IW
~{E Lathar Fritsch <fritsch@klammeraffe.org> ) S W
=11 Lothar Fritsch <Lothar. Fritschi@-Lehrstuhl.de> [ ;
N . : Created: [15.01.2004
7%, Lothar Fritsch <fitsch@klammeraffe.org> )
#y fitsch@fsinfo.cs.uni-sb.de Expires: [15.01.2008
%y Jan Muntermann <munterma@uwivi. uni-frankfurt. de> Cipher: [CAST
{ 5-----?., Andreas Albers <andreas. albers@m-lehrstuhl.de> ¥ Enabled
-{EI Lothar Fritsch <Lothar.Fritsch@whatismobile.de> (]
Gm Stefan Figge <stefan figge@m-lehrstuhl.de> (] 2048107 | Fingerprint

|

I 1 key(s) selected

! 6075 1446 1248 5444 7E18 6187 AES7 9E4D FEDO 7240

|V Hexadecimal

— Trust Model

Invalid /—— '/ alid Untrusted ._J Trusted

Close | Help

41
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Key Server

Y 7F PGPkeys Search Window Han SN =10 x|
Search for keys on IIdap:.«’fkeyserver.pgp.com _v_I where Search
; IUser 1D ZI Icontains ZI IKai Rannenberg Clear Search
More Choices I Fewer Choicesl [~ Search Pending Area sl
Keys | Y alidity I Trust I Size l Description
@a KaiR. Rannenberg 2048 <kara@iig.uni-freiburg.de> [+ [ 2048 RSA legacy public key
@a KaiR. Rannenberg <kara@iig.uni-freiburg. de> J ] 1024 RSA legacy public key
Gm kara <karal@iig.uni-freiburg.de> [+ [ 2048/1024 DH/DSS public key

A K1 T

‘|4 |[Found 3 key(s) matching search criteria, EEEEEEEEETN

42




mobile N\ PGP: Public K
BUSINESS GP: Public Key Catalogs

/] Public Key Server -- Yerbose Index " “Kai Rannenberg " - Microsoft Internet Explorer =10 x|
File Edit View Favorites Tools Help ﬁ
$Back ~ = - ) 7al | ‘Qsearch [GjFavorites @Media ¢4 | BN S E =)
Address I@ http://blackhole.pca.dfn.de:11371/pksjlookup?op=vindex&search=Kai+Rannenberg LI .f:’Go |Links =2
=
. > 7 NN .
Public Key Server -- Verbose Index ""Kai Rannenberg "'
Type bits/keyID Date User ID
pub 1024/AF1FDF70 1997/09/18 kara <karafiig.uni-freiburg.de>
sig OB6375FD Matthias Schunter <schunterfBacm.org>
sig DSCDEOS3 Herbert Damker <damkerfiig.uni-freiburg.de>
sig 879AC041 Birgit Pfitzmann 1 <pfitzb@informatik.uni-hildesheim.de> NO LEGAL RELEWVANCE
sig 8128DC75 Gerhard Weck <73064.2271@compuserve.com>
sig SEF041F1 Kai R. Rannenberg 2048 <karafiig.uni-freiburg.de> |
sig 2F8D5039 Kai Martius <Kailfimib.med.tu-dresden.de>
sig SC3C4FE4 Holger Reif <reif@prakinf.tu-—ilmenau.de>
sig AF1FDF70 kara <karaliig.uni-freiburg.de>
sig 49EF1D54 Hannes Federrath <federrath@inf.tu-dresden.de>
Kai R. Rannenberg <kair@microsoft.com>
sig OBE37SFD Matthias Schunter <schunterfacm.org>
sig AEB4ECDD fapp2_ AEB4ECDD_HSK <fapp2Bcam.ac.uk>
sig AF1FDF70 kara <karaliig.uni-freiburg.de>
sig 044554EB5 Douglas Swiggwn <SwiggumlUaisman.Wisc.Edu>
Kai Rannenberg <karalfiig.uni-freiburg.de>
sig OCBEEG3F Martin Reichenbach <mareifiig.uni-freiburg.de>
sig AF1FDF70 kara <karalfiig.uni-freiburg.de>
kara <karaltelematik.iig.uni-freiburg.de>
sig OBE&637SFD Matthias Schunter <schunterfacm.org>
sig AF1FDF70 kara <karalfiig.uni-freiburg.de>
Kai R. Rannenberg <karalfiig.uni-freiburg.de>
sig OBE&637SFD Matthias Schunter <schunterfacm.org>
sig AF1FDF70 kara <karalfiig.uni-freiburg.de> -
< | » |
&] ||| e mternet 7

= Network of public-key servers:
= pgpkeys.pca.dfn.de
=  www.cam.ac.uk.pgp.net/pgpnet/email-key-server-info.html

43




mob||e N\ PGP: Practical Attacks and
business Weaknesses

= Brute-Force-Attacks on the pass phrase
= PGPCrack for conventionally encrypted files

= Trojan horses, changed PGP-Code

= e.g. predictable random numbers, encryption with an
additional key

= Attacks on the computer of the user
= Not physically deleted files
= Paged memory
= Keyboard monitoring

= Analysis of electromagnetic radiation
= Non-technical attacks
= Confusion of users [WT99]
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