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Department “Business Informatics” @ Goethe-University

e-Finance Media Services Information Systems
Engineering
PD Dr. Hans-Dieter
Prof. Dr. Peter Gomber Groffmann Prof. Dr. Roland Holten
Business Education Business Education Financial services
(associated) (associated)
Prof. Dr. Manfred
Horlebein Prof. Dr. Eveline Wuttke Prof. EEIA(.Z.IHeAmens
JUCITIUILTI
Information Systems & Mobile Business & Wirtschaftsinformatik
Information Multilateral Security und Simulation
Management (Informatics)

Prof. Dr. Wolfgang Konig | Prof. Dr. Kai Rannenberg | Prof. Dr. Ingo J. Timm
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Chair of Business Administration, especially
Business Informatics, Mobile Business and
Multilateral Security

T-Mobile Chair of M-Business and Multilateral Security

Grineburgplatz 1
60629 Frankfurt am Main
Phone: +49 69 798 25301

eMail: info@m-chair.net

The Chair moved to the new Campus!
Please watch for latest news at:
WWW.m-chair.net
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Office:

Elvira Koch
elvira.koch@m-lehrstuhl.de

Office Hours:
Mo.-Fr. 10:00-14:00

www. m-chair.net
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Vita |

Freiburg, Furtwangen, Dresden, Cambridge, ...
Uni Freiburg (Dr. rer. pol.)

Dissertation “Individuelle Risikohandhabung Elektronischer
Zahlungssysteme*

Seit 2002:
Informationssicherheitsbeauftragter der Commerzbank AG
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Advanced Lecture
phase “Business Informatics II”
Lecture Lecture Lectures
“M-Business II”’ “M-Business I” “M-Business II”
& &
“Information and “Information and
e Communications Communications
SIJSVEUREUIIN Security” Security”
phase
Seminar Seminar
“Social Communities als | Mobilkommunikation | Seminar

Marketingplattform
- Merkmale,
Transparenz und
Potentiale”

und Identitats-
management in
Communities(Diplom)

Topic not yet defined

10
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business Research Objectives |

= Usage and trial of “Mobile Services & Devices™
= Experience “M-Business” life
= EXperience security issues

= Compare with state of the discussion In
research

= Feedback to designer and
developers

= |Influence future work
environments

Experimental Seminar

:
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= Multilateral Security
= Security and Privacy
= Mobile Signatures
» Personal Security Devices

= Mobile Life, Work, and Business
= Portals for Mobile Communication
= Location Based Services
= M-Banking/M-Brokerage

= M-Infrastructures
= Combination, Integration, Innovation
= Standardisation, Regulation

12
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communication security
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Dipl.-Kfm. André Deuker
e Grafstr. 78, Room 401
e Phone: 069 - 798 25315
e andre.deuker@m-chair.net

==" sec@m-chair.net
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Date not yet fixed, somewhere after
Feb 10, 2009.

So stay tuned ...

Please keep yourself updated!
(http://www.wiwi.uni.frankfurt.de/612.0.nhtml)
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V1) _ Matt Bishop:
Aintroduction to

‘ Introduction to
Z QOMPUTER Computer Security
SECURITY Addison Wesley

ISBN: 0-321-24744-2

Matt Bishop
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Dieter Gollmann:
Computer Security
John W||ey & Sons
ISBN: 0-470-86293-9
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COMPUTER
SECURITY
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'T SIChel‘hEIt

Konzeple — Verfahren — Protokolle

In German:

aaaaaaaaa

Claudia Eckert:
IT-Sicherheit
Oldenbourg

ISBN: 3-486-20000-3
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Please Note:

Electronic library of magazines, access to
more than 2000 magazines

www.seb.uni-frankfurt.de/torezs.html

(available only for University members via HRZ
account (141.2.XXX.XXX IP-adresses; PC Pool or
dial-in via HRZ; see www.rz.uni-

frankfurt. de/campusnetz/vpn/mdex.html)

m Research
H O = T ] Databases
http://search.epnet.com/login.asp

Online search engines:
http://citeseer.nj.nec.com/cs
http://scholar.google.com
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communication security
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c't 14/2004, 5. 48: Distibuted Denial of Service

Patrick Brauch
Geld oder Netz!
Kriminelle erpressen Online-Wettbiros mit DDoS-Attacken

Esz sieht ganz %0 aus, als habe das organisierte Verbrechen ein neues Gascl

Motto: .Iahlt oder wir machen den Laden dicht™.
Angriff gegen Eure '-‘4:“!: starten. Unser Team bre
n a“;e*-:-e ner Bet g ! fiir Euch wire. Wenn Ihr nict

Bises tun, es isc nur unsers Arbeit, Viel Glick!

(Dlstrlbuted) ,.Denial of Serwce“-Attacks
on e-auctioneers/broker/betting office

Denial of Service-Attacke legt Bluewin lahm

Bluewin-Portal heute morgen teilweise unerreichbar.

Beim Bluewin-Fortal www.bluewin.ch sowie einigen andere
Bluewin-Sites gab es anscheinend heute zumindest zeitweise
Frobleme. Einer unzerer Leser informierte uns, dass er
zchon heute morgen um halb zwei Uhr Bluewin.ch nicht
erreichen konnte. Bei einem ersten Test kurz vor 10 Uhr
lkkamen auch wir noch nicht auf die Site, kurz darauf war
Bluewin wieder problemlos erreichbar.

Swisscom-Sprecher Christian Neuhaus bestatigte gegeniiber
inside-it.ch, dass, wie wir geriichteweise erfahren hatten,
eine Denial-of-Service-Attacke der Grund fir die Ausfille
war. (Bei einer DoS-Attacke wversuchen Angreifer eine
Website mit automatisierten Zugriffen zu fibsflitan cn dace
die Server die Last nicht mehr bewaltiger
blockiert werden.) Fir Bluewin-&0SL-kKur
gemass Neuhaus nur eine Stunde lang ni
wisse allerdings nicht, wie lange nicht-Blu
lkeeinen Zuariff hatten.

NEWS OF CHANGE

Hack Attack Shuts Down Online

NEWS.COM 1-con oo
My Hews | Readers' Choice
Eutting Edge Threats fedi= 2.0 Diisl e

Electronic Business and Security

Crime, Justice, Safety:
NEWSCENTER k= CRIM
= SAFETY CEMTER.  * CRIM
F CRIME SOLYERS P RESOH
= ¥YIDED CENTER = MED T

m'JHE'WS com

Tl]'l'..l' HAVE THE RIGHT TO KNOW

Breaking News | Missing | Internet Crime | Can *ou Believe Th

=E-MAIL THIS STORY T0 A FRIEND | E-MAIL THE EDITOR | TALK ABOUT IT

Auction Site
BldBay Offers Reward as FBI Investigates Denial of Service

JSale of
customer data”

HATIOMAL FROMNT
Report: Blackmailer Reveals
Stolen Internet Credit Card Data

@ N

CNET

TEGH
EWS.COM::::
FIRST

Toysmart.com:

Eavmar, oo, i bmewe st o e,

PRE TSRS ] pre——
i s g 6 o pawi o o Lgileke e
Wik, Harwe

Failed dot-coms may | &=, Eemc
be selling your private| ===="" ===

e w3k o e dow, e

information

By Greg Sandoval ~| Intangibles, i ie, URL name, I—
Staff Wiiter, CHET Mews.com databases, customer lists,

CNET tech sites: Produckt reviews | Shop | Tech r

Password -Go!

Login: |E-mail address
for PDA or phune

Credit card breach exposes 40 million accounts



mobile Ny Risks of Unprotected Market Activities

business :
Provider Consumer
= no payment - debtor = unwanted deliveries

cannot be captured (false, not ordered, ...)
= unauthorized /

" wrong or fake orders unexpected direct debt

= copyright violations of money, e.g. from a
credit card account
= Www attacks

. _ _ = unwanted advertising
= internal server intrusion mail (“spamming”)

s = transparent consumers

22
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Source: Electronic Commerce Enquéte, Universitat Freiburg, 1998
(32 options + free text for choice, 6 options with highest agreement listed)
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- Security vs. Safet
business y Y
protected property
material iImmaterial
(nature, body, life) | (information, prestige)
PR B \\
) accident ! Safety &
8 (laws of) nature | 1 ‘,
ﬁ . negligence | .
- O | | /
°3 ! ST T
2 | i
2 ® N \
ntention ;
| | * ,/' Security
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A very human discrepancy

® Privacy

Protect the own sphere and
the own values

e Binding
Gain trust (of partners),
transfer values

Security

Kind of technical arrangement

Confidentiality

Information delivery just to
whom it is intended

Integrity

no faking of information
Availability

no system failures / no loss of

A~

Aala
Accountability

actions are always accountable
to responsible parties

A combination of technical, organizational and legal
methods is necessary.

25
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= Unauthorized earning of information, that means loss
of confidentiality: patient data (for example
Information of physical examinations, diagnoses or
therapy attempts, but also content of meetings on
patient cases which Is stored in databases) shall not
accessible to unauthorized persons (e.g. other patients,
hospital employees or employees of the network
operator whose (mobile) network Is used to transfer
the data from hospital to hospital).

= Unauthorized modification of information, that means
loss of integrity: Unauthorized and unobserved data
modifications (e.g. a prescription, a medicament
ordering or a dosage iInstruction) may lead to life-
threatening conseguences.

26
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= Unauthorized impair of functionality, that means loss
of availability: If the medical history is accessible
solely via one network and this network has a
breakdown when patient data has to be queried it may
be life-threatening for the patient.

* |[ncorrect non-committalness, that means loss of
accountability: If the persons liable for procedures in
IT-systems (e.g. for the delivery of diagnoses, therapy
Instructions or billings) cannot be Iidentified
unwarrantable actions may occur. Moreover, the
consequences of a mistake may be worse for the
Injured party since there is no information on whom to
ask for compensation.

27
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Different Parties

with AN

different Interests

Service

Provider
/

o/

Network
Operator

= Customers/ Merchants
= Communication partners
= Citizens/ Administration
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.. In a world of
consortia
= more partners

= more complex
relations

Multilateral Security E
[

AN

\

Service
Provider

Network
Operator

Content

Prowder

|
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Rliigreecsﬂgg Supporting

Sovereignty

Protection
of different
parties and their
Interests

Considering Conflicts 0
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Respecting Interests

= Parties can define their own
interests.

= Conflicts can be recognized
and negotiated.

= Negotiated results can be
reliably enforced.

Multilateral Security
considers conflicts :

Supporting Sovereignty

= Requiring each party to only
minimally trust in the honesty
of others

= Requiring only minimal or no
trust in technology of others

Protection of different parties and their interests "
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business daily communication |

he Challenge Caller Callee

= |ncreased
reachability due to
new communication
services

= Annoying calls

= thrf:\gn nf timaoe aCCGpt
JHIUL LA o UVl CllIlIo —

= Caller-ID conflict Communication

M
or

deny
G—

> Reachability Management (RM) 2 F
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business by an RM System

The Features

. Caller Callee
=  Automatic call

filtering under user
control

= Privacy protection for;
both caller and callee

= Choice of different call

—
ways to express Call
—
urgency —
= Choice of different Negotiation

reactions for
different situations

33
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business daily communication
-

& "7 Callee =

The Challenge

-

Increased reachability due to
new communication services

Annoying calls

Shortage of time

Caller-1D conflict

-> Reachability Management (RM)
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Call

»Automatic call filtering under user control
*Privacy protection for both caller and callee
*Choice of different ways to express urgency

=Choice of different reactions for different
situations

Reachability Management
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= Urgency of the call
= Extent of identification
= Security requirements
= authentication
= confidentiality
* non-repudiation

Topics of Negotiation

RI¥1s Call
Whoe Rannenberg, Katrin

#My ID: none

Lirgency:
4 Norrnal i High
Security Settings:

[ View Details ]

# Confidentiality: Important
# Authentication Don't care

Cancel Call

36




mobile N\ Why should your call
business go through?

L™
EMS Question

The subscriber wishes to be informed of

Statement of urgency
. .yuur identity before the call could be
“It is really urgent!” connected.

Specification of a function e

Katrm Rannenberg’s RIS requests for

“I am your boss!” your identity:
- £ - - 2
Specification of a subject mj Damker [DS 971, Herbert
cc ’ . T Damker, Herbert
Let’s have a party tonight. Pseudonym Harry Hurtig (P)
Presentation of a voucher RV oo J
ul Welcome you Calling baCk_’, ,Atthemnmentthesuhscrihercannnly .........

{accept urgent calls. Please decide!

Provision of a reference
“My friends are your friends!” —§
Katrm Rannenberg’s RVIS requires an

Offe rl n g asu rety answer to the request above:

“Sat|SfaCt| on g uaran teed '- Ml call iz urgent, pleaze connect,
- - Y] .5 &t the morent ey call iz not sourgent.
or this money is yours! i trmy callis not 5o urgent

Cancel Answer
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= Bell is ringing!
= Callee notified

= Callee can still

decide to accept or
denv the call

ue Iy LT UVAlll

RMS accepted call

(Callee display) ¢

Rv1S 100

[ # Current Situation: Priyate

Accept Call?

[ Call withnormal urgency
For: Kai Rannenherg
From: Herbert Damnber
S5ubject: Paper accepted!

38
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business (Caller display) !

= Call not connected .

= Caller gets wcapt thecallat chamement.
Information
(configured by callee)

= Caller can leave a Leave with Katrin Rannenbers:
message or request a T feases o etk it voher
call back _

39
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Configuring your RMS

Situations T e
o o
Set of rules how to deal with R
an incoming call i i
RUIeS ::;;;qs;tsuation'Meetin[;":ﬁn =
Combination of features
Users can reconfigure initial S
. . . 1 Emergency . [z]
rules and situations as they like. st

40
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Reachability Management and
Multilateral Security

S
S
O
O
S
S
S
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Just a small example, but
» |ntegration of voice and data services

Think this within
» Enterprise communication portals
= Mobile access S
= Shared calendars R

: : .. oV "
New dimensions for negotiation” fs < &

$ B % s
$

$¢ I s
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Lectures and Exercises

14.10.2008

15.10.2008
28.10.2008
04.11.2008
05.11.2008
11.11.2008
12.11.2008

Introduction

Multilateral Security, Design of Mobile Apps & Services: HCI Issues
Authentication

Authentication

Access Control

Access Control

Cryptography

Cryptography

Outline of Information and
Communications Security

Lecture
Lecture
Lecture
Exercise
Lecture
Exercise
Lecture

Exercise

43
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Lectures and Exercises

18.11.2008
25.11.2008
26.11.2008
02.12.2008
09.12.2008
10.12.2008
16.12.2008
17.12.2008
13.01.2009
14.01.2009
20.01.2009
21.01.2009
27.01.2009
03.02.2009
10.02.2009

Cryptography Il
Cryptography IlI
Corporate Security
Identity Management |
Identity Management Il
Profiling Challenge
Computer System Security
Biometry

Network Security |
Social Engineering
Network Security Il
Computer Forensics
Security Engineering
Evaluation Criteria

Vertiefung ausgesuchter Vorlesungsinhalte

Outline of Information and
Communications Security

Lecture
Lecture

Guest Lecture
Lecture
Lecture
Exercise
Lecture

Guest Lecture
Lecture

Guest Lecture
Lecture

Guest Lecture
Lecture
Lecture

Lecture




