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…ISO/OSI Reference Model ……

Application Layer

Presentation Layer

Information 
technology — Open y

Session Layer
Systems 
Interconnection —

Transportation Layer Basic Reference Model
„7-Layer-Model“

Data Link Layer

Network Layer First version
ISO/IEC 7498-1:1984

Physical Layer

Data Link Layer
Current version
ISO/IEC 7498-1:1994
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…Internet Reference Model ……

Application Layer

Transport Layer

Network Layer

Data Link Layer

Physical Layer

......5
[Ta96]
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…Overview of TCP/IP ……

Protocol
C l d b t fCommon language used by computers for 
speaking

T i i C t l P t l/I t tTransmission Control Protocol/Internet 
Protocol (TCP/IP)

Most widely used protocol
TCP/IP stackTCP/IP stack

Contains four different layers
NetworkNetwork
Internet
Transport ......6

p
Application
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…Application Layer ……

Tasks:

Application Layer

Tasks:
Front end to the lower-layer 

protocols 

Transport Layer

provides network services 
to the user/applications

Examples:

Network Layer

Examples:
(service/protocol): 
E-Mail / SMTP,

Data Link Layer

y E Mail / SMTP,
WWW / HTTP, 
file transfer / FTP

Physical Layer

y

SMTP: Simple Mail Transfer Protocol

HTTP H T t T f P t l ......9

Physical Layer HTTP:  Hyper Text Transfer Protocol

FTP:    File Transfer Protocol
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…Transport Layer ……

Tasks:

Application Layer

Tasks:
Connection between  

source and target 

Transport Layer

g
Optimisation of quality of 

service and service costs 
Fl  l

Network Layer

Flow control
Connection management
Getting Data packets to 

Data Link Layer

y Getting Data packets to 
and from application layer 
by using port numbers

Physical Layer

y y g p

For example: TCP, UDP ......11

Physical Layer
services
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…The Transport Layer ……p y

Encapsulates data into segments
Segments can use TCP or UDP to reach aSegments can use TCP or UDP to reach a 
destination host

TCP is a connection-oriented protocol
TCP three-way handshakeTCP three way handshake

Computer A sends a SYN packet
Computer B replies with a SYN ACK packetComputer B replies with a SYN-ACK packet
Computer A replies with an ACK packet

......12
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…TCP Header Format ……

0                   1                   2                   3   
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          Source Port          |       Destination Port        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        Sequence Number                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    Acknowledgment Number                      || g |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|  Data |           |U|A|P|R|S|F|                               |
| Offset| Reserved |R|C|S|S|Y|I| Window || Offset| Reserved  |R|C|S|S|Y|I|            Window             |
|       |           |G|K|H|T|N|N|                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Checksum | Urgent Pointer ||           Checksum            |         Urgent Pointer        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    Options                    |    Padding    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ ......

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             data                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+13
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…TCP Segment Headers ……g

Critical components:
TCP flagsg
Initial Sequence Number (ISN)
Source and destination portSource and destination port

Abused by hackers finding vulnerabilities

......14
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…Initial Sequence Number (ISN) ……

32-bit number
Tracks packets receivedTracks packets received
Enables reassembly of large packets
S t t 1 d 2 f th TCP thSent on steps 1 and 2 of the TCP three-
way handshake

By guessing ISN values, a hacker can hijack a 
TCP session, gaining access to a server 

ith t l i iwithout logging in

......15
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…TCP Ports ……

PortPort
Logical, not physical, component of a TCP 
connectionconnection
Identifies the service that is running
Example: HTTP uses port 80Example: HTTP uses port 80

A 16-bit number – 65,536 ports
Each TCP packet has a source and 
destination portp

......16
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…Blocking Ports ……

H l t di bl i th tHelps you stop or disable services that are 
not needed

Open ports are an invitation for an attack
You can’t block all the portsYou can t block all the ports

That would stop all networking
At a minimum ports 25 and 80 are usuallyAt a minimum, ports 25 and 80 are usually 
open on a server, so it can send out Email 
and Web pagesand Web pages

......17
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…Demonstration ……
Wireshark Packet Sniffer

TCP Handshake: SYN, SYN/ACK, ACK
TCP
Ports
TCPTCP
Status
FlagsFlags

......
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…User Datagram Protocol (UDP) ……

Fast but unreliable protocol
Operates on transport layerOperates on transport layer
Does not need to verify whether the 

i i li t ireceiver is listening
Higher layers of the TCP/IP stack handle g e aye s o t e C / stac a d e
reliability problems
Connectionless protocolConnectionless protocol
E.g. for short DNS messages ......19

g g
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…Network Layer ……

Application Layer Tasks:

Transport Layer

Tasks:
Responsible for routing 

packets to their destination 

Network Layer

address
Routing
Addressing Using a logical 

Data Link Layer

y
Addressing Using a logical 

address, called e.g. an IP 
address

Physical Layer

y address
Typically connectionless

......20

Physical Layer
For example: IP
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…Internet Control Message Protocol 

(ICMP)
……

(ICMP)

Operates in the Internet layer of the 
TCP/IP stack
Used to send messages related to network 
operationsoperations
Helps in troubleshooting a network
Some commands include

PingPing
Traceroute

......
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…IP Addressing ……

C i t f f b t lik 147 144 20 1Consists of four bytes, like 147.144.20.1
Two componentsp

Network address
Host addressHost address

Neither portion may be all 1s or all 0s

ClassesClasses
Class A
Cl BClass B
Class C

......22
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…IP Addressing (continued) ……

Class A
First byte is reserved for network addressy
Last three bytes are for host address
Supports more than 16 million host computersSupports more than 16 million host computers
Limited number of Class A networks
Reserved for large corporations and 
governments (see link Ch 2b)
Format: network.node.node.node 

......24
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…IP Addressing (continued) ……

Class B
First two bytes are reserved for network y
address
Last two bytes are for host addressLast two bytes are for host address
Supports more than 65,000 host computers
A i d t l ti d I t tAssigned to large corporations and Internet 
Service Providers (ISPs)
Format: network.network.node.node 

CCSF has 147.144.0.0 – 147.144.255.255 ......25
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…IP Addressing (continued) ……

Class C
First three bytes are reserved for network y
address
Last byte is for host addressLast byte is for host address
Supports up to 254 host computers
U ll il bl f ll b i d hUsually available for small business and home 
networks
Format: network.network.network.node

......26
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…IP Addressing (continued) ……

Subnetting
Each network can be assigned a subnet mask
Helps identify the network address bits from the host 
address bits

Class A uses a subnet mask of 255.0.0.0
Also called /8

Class B uses a subnet mask of 255.255.0.0
Also called /16Also called /16

Class C uses a subnet mask of 255.255.255.0
Also called /24 ......27

Also called /24
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…Planning IP Address Assignments ……

TCP/IP uses subnet mask to determine if 
the destination computer is on the same p
network or a different network

If destination is on a different network itIf destination is on a different network, it 
relays packet to gateway
G t f d k t t it tGateway forwards packet to its next 
destination (routing)
Packet eventually reaches destination

......28
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…Planning IP Address Assignments ……

Each network segment must have a 
unique network addressq
Address cannot contain all 0s or all 1s
T t th t kTo access computers on other networks

Each computer needs IP address of gatewayp g y

......29
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…Data Link Layer ……

Application Layer Tasks:

Transport Layer

Tasks:
data transmission between 

stations in the direct 

Network Layer

neighbourhood
error detection and 

elimination

Data Link Layer

y
elimination

flow control
Medium access control

Physical Layer

y Medium access control
(MAC)

......30

Physical Layer
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…Example: Ethernet ……

Bus-Network

Developed by XEROXDeveloped by XEROX
Additional nodes can easily be added.
Protocol: Carrier Sense Multiple Access with Collision p
Detection (CSMA/CD)

......31



…
…

…
…Example: Ethernet ……

CSMA/CD:CSMA/CD:
Carrier Sense:

Multiple Access:p

Collision Detection:

......32Based on [Ta96, p.282]
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…Frame-Sniffing ……

Eavesdropping of all frames
i.e. Ethereal:

it k tcomposite packets
of higher protocol
layers

......33[J. Buchmann: Lecture Public Key Infrastrukturen, FG Theoretische Informatik, TU Darmstadt]
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…Physical Layer ……

Application Layer
Tasks:

Transport Layer

Tasks:
Bit transfer
Mechanic

Network Layer

Mechanic
(connector, medium)

Electronic

Data Link Layer

y
(signal durability of a bit, 
voltage)

Physical Layer

y

......34

Physical Layer
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Network OrganisationNetwork Organisation
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Security Protocols
Wireless / Mobile SecurityWireless / Mobile Security
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…Firewall ……

„A firewall is an internetwork gateway 
that restricts data communication traffic 
to and from one of the connected 
networks (the one said to be inside the networks (the one said to be inside the 
firewall) and thus protects that network‘s 
system resources against threats from the system resources against threats from the 
other network (the one that is said to be 
outside the firewall).“ [RFC 2828]

......37
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…Firewall ……

Private local network

Firewall

Internet ......38

Internet
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Intrusion Detection
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Wireless / Mobile SecurityWireless / Mobile Security
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…Demilitarized Zone (DMZ) ……

Th  DMZ i   ti  f  t k  th t The DMZ is a portion of a network, that 
separates a purely internal network from an 
external network  [Bi05]external network. [Bi05]
The “outer firewall” sits between the Internet 
and the internal networkand the internal network.
The DMZ provides limited public access to 
various serversvarious servers.
The “inner firewall” sits between the DMZ and 
the subnets not to be accessed by the publicthe subnets not to be accessed by the public.

......40
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…Network using a DMZ ……

......41[Bi05]
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…Example: WiTness ……

DMZ
Information Provider System

HTTP(S)
HTML

DMZ

Browser
RFC/SNC

R/3

DB
App

Web Application 
Server -

JAAS

MappingBrowser

HTTP(S)
HTML

S it  

Server 
Corporate Access Point

Mapping
Service

Challenge
Provider

Security 
Module

RFC R t F ti C ll ......42

RFC: Remote Function Call

SNC:  Secure Network Connection
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…
…Computer System Characteristics ……
Computer systems that are not under attack exhibit several 
characteristics [Bi05]

1. The actions of users and processes generally conform to a 
statistically predictable pattern. A user who does only word 

characteristics [Bi05]

y p p y
processing when using the computer is unlikely to perform a 
system maintenance function.

2. The actions of users and processes do not include sequences 
of commands to subvert the security policy of the system. In 
theory, any such sequence is excluded; in practice, only 
sequences known to subvert the system can be detectedsequences known to subvert the system can be detected.

3. The actions of processes conform to a set of specifications 
describing actions that the processes are allowed to do (or describing actions that the processes are allowed to do (or 
not  allowed to do).

Denning [De87] hypothesized that systems under attack fail to meet at least one ......44

Denning [De87] hypothesized that systems under attack fail to meet at least one 
of these characteristics.
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…Attack Tool ……

An attack tool is an automated An attack tool is an automated 
script designed to violate a 
security policy.

Example: RootkitExample: Rootkit

......45[Bi05]
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…Rootkit ……

E i t  f   i  f th  UNIX ti  Exists for many versions of the UNIX operating 
system
I  d i d t  iff d  f  th  t k Is designed to sniff passwords from the network 
and to conceal its presence
I l d  t l  t  t t  th  i t ll ti  Includes tools to automate the installation 
procedure and has modified versions of system 
utilitiesutilities
Can eliminate many errors arising from 
incorrect installation and perform routine steps incorrect installation and perform routine steps 
to clean up detritus of the attack

......46[Bi05]
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…Goals of Intrusion 

Detection Systems
……

Detection Systems

D t t  id  i t  f i t iDetect a wide variety of intrusions:
Inside and outside attacks
Known and previously unknown attacks should be detected.Known and previously unknown attacks should be detected.
Adapt to new kinds of attacks

Detect intrusions in a timely fashion
Present the analysis in a simple, easy to understand 
format
Be acc rate:Be accurate:

False positives reduce confidence in the correctness of the 
results.
False negatives are even worse, since the purpose of an IDS is 
to report attacks.

......47[Bi05]
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…Anomaly Detection ……

Anomaly detection analyzes a set of Anomaly detection analyzes a set of 
characteristics of the system and 

 th i  b h i  ith  t f compares their behavior with a set of 
expected values.

It reports when the computed statistics It reports when the computed statistics 
do not match the expected 
measurementsmeasurements.

......48[Bi05]
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…Misuse Detection ……

Misuse detection determines 
whether a sequence of instructions whether a sequence of instructions 
being executed is known to violate 
the site security policy being the site security policy being 
executed. If so, it reports a 
potential intrusion.

Example: Network Flight Recorder Example: Network Flight Recorder 
(NFR)

......49[Bi05]
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…Network Flight Recorder (NFR) ……

NFR has three componentsNFR has three components
The packet sucker reads packets off the 
networknetwork.
The decision engine uses filters written in 
 l  ll d N d    a language called N-code to extract 

information.
The backend writes the data generated by 
the filters to disk.

......50[Bi05]
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…Specification Based Detection ……

Specification based detectionSpecification-based detection
determines whether or not a 

 f i t ti  i l t   sequence of instructions violates a 
specification of how a program, or 
system, should execute. If so, it 
reports a potential intrusion.p p

E l  th t  t  b  Example threat source to be 
controlled: The UNIX program rdist ......51[Bi05]
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…Autonomous Agents ……

A  t  g t i    An autonomous agent is a process 
that can act independently of the 
system of which it is a part.

Example: The Autonomous Agents p g
for Intrusion Detection (AAFID)

......52[Bi05]
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......53[Bi05]
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…Communication without a VPN ……

HTTP/HTTP/ HTTP/
FTP/…

TCP

IP

HTTP/
FTP/…

TCP

IP

Router
IP

Ethernet EthernetEthernet

......56[Based on: J. Buchmann: Lecture Public Key Infrastrukturen, FG Theoretische Informatik, TU Darmstadt]
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…VPN ……

HTTP/HTTP/ HTTP/
FTP/…

TCP

IP

HTTP/
FTP/…

TCP

IP Virtual Tunnel

Ethernet Ethernet

Tunnelling 
Protocol

UDP

Tunnelling 
Protocol

UDPUDP

IP

Ethernet

IP

UDP

Ethernet

Router
IP

Eth tEthernet

Local Network Local NetworkInternet

......57[Based on: J. Buchmann: Lecture Public Key Infrastrukturen, FG Theoretische Informatik, TU Darmstadt]
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…
…Example: Online-Banking ……

b k d /K t t d ht lwww.my-bank.de/Kontostand.html

Actions of the browser:
1. DNS-Request
2. http-Request

named

www.my-bank.de
142.254.112.17

get Kontostand.html

142.254. ......59

112.17

[J. Buchmann: Lecture Public Key Infrastrukturen, FG Theoretische Informatik, TU Darmstadt]
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…DNS-Spoofing ……

P ibl  kPossible attacks:
1. Compromise of DNS (DNS-Spoofing)p ( p g)

Server authentication
named

142.254.112.17www.my-bank.de 23.17.34.16get Kontostand.html

142.254.

23.17.
34.16

......60

112.17

[J. Buchmann: Lecture Public Key Infrastrukturen, FG Theoretische Informatik, TU Darmstadt]
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…HTTP-Sniffing ……

Possible attacks:
1. Compromise of DNSp
2. Eavesdropping

Encryption (SSL/TLS)Encryption (SSL/TLS)

namednamed

www.my-bank.de
142.254.112.17

get Kontostand html ?

23.17.

get Kontostand.html

......61

34.16142.254.
112.17

[J. Buchmann: Lecture Public Key Infrastrukturen, FG Theoretische Informatik, TU Darmstadt]
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…SSL/TLS ……

SSL/TLS (simplified):SSL/TLS (simplified):
Hello!

Server authentication

Key exchange

data (encrypted)

142.254. ......62

112.17

[J. Buchmann: Lecture Public Key Infrastrukturen, FG Theoretische Informatik, TU Darmstadt]
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…SSL/TLS ……

SSL/TLS: SSL/TLS: 

• Server- and client-authentication

Key exchange for symmetric encryption• Key exchange for symmetric encryption

• MACs to secure integrity

Security Goal http https (SSL/TLS)
Authenticity (mostly server only)Authenticity (mostly server only)

Non-Repudiation

ConfidentialityConfidentiality

Integrity

Dated ......

Dated

63[J. Buchmann: Lecture Public Key Infrastrukturen, FG Theoretische Informatik, TU Darmstadt]
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…Packet-Sniffing ……

Attacker is able to eavesdrop IP PacketsAttacker is able to eavesdrop IP-Packets
Ideal: At the sender- or recipient-
gateway 

0101

......65[J. Buchmann: Lecture Public Key Infrastrukturen, FG Theoretische Informatik, TU Darmstadt]
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…IPsec: Encapsulated

Security Payload
……

Data Packet

Security Payload

Data Packet IP-Header IP-Payload

ESP-Transport-Mode IP-Header IP-PayloadESP-
Header

ESP-
Trailer

ESP Tunnel Mode IP-Header IP-PayloadESP- ESP-New IP-

encrypted

ESP-Tunnel-Mode IP Header IP PayloadHeader TrailerHeader
encrypted

......66[J. Buchmann: Lecture Public Key Infrastrukturen, FG Theoretische Informatik, TU Darmstadt]
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…IP-Spoofing ……

Attacker sends IP-packets with a faked 
sender address.

01

......67[J. Buchmann: Lecture Public Key Infrastrukturen, FG Theoretische Informatik, TU Darmstadt]
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…IP-Spoofing ……

Attacker impersonates the recipient. 

01

......68[J. Buchmann: Lecture Public Key Infrastrukturen, FG Theoretische Informatik, TU Darmstadt]
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…IPsec: Authentication Header ……

Data Packet
IP-Header IP-Payload

Data Packet

IP-Header IP-PayloadAH-
HeaderAH-Transport-Mode

authenticated

IP-Header IP-PayloadAH-
Header

New IP-
Header

th ti t d

AH-Tunneling-Mode

authenticated

......69[J. Buchmann: Lecture Public Key Infrastrukturen, FG Theoretische Informatik, TU Darmstadt]
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