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mobile N\ ISO/0SI Reference Model

business :
Application Layer » |nformation
Presentation Layer technology — Open
Systems
P, Interconnection —

Basic Reference Model

= |, /-Layer-Model*

= First version
ISO/IEC 7498-1:1984

= Current version
Physical Layer ISO/IEC 7498-1:1994

Transportation Layer

Network Layer

Data Link Layer
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Application Layer

Transport Layer

Network Layer

Data Link Layer

Physical Layer

[Ta96]
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business

= Protocol

= Common language used by computers for
speaking
= Transmission Control Protocol/Internet
Protocol (TCP/IP)

= Most widely used protocol

= TCP/IP stack

= Contains four different layers
* Network
» [nternet
* Transport
= Application
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End system Intermediate system  End system
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OSl-7-Layer-Model (Open Systems Interconnection Reference Model)

Begriffe: Englizch - Deutsch

1 Application Layer
2 Presentation Layer -
3 Sessgion Layer

Anwvendungsschicht
Darstellungsschicht
Sitzungs- bzw.

4 Tranzport Layer
2 Metwwork Laryer

& Dtz Link Layer
7 Physical Layer

Kommunikstionsschicht
Transportschickt
Metzweerk- bz,
“ermittlungsschicht
Sicherungsschicht
Bitibertragungsschicht

I
PCim Metzwerk LE
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y—{ Datenpaket z.B. Serverrequest

Zusammenbau des Pakets: &
{Package Assembling/Formatting) A 4

[an ]+ paten ]

[en J+{ an ]+ Daten ]
e S = [pu J+[ an [+[_paten |
[vh J+{ st +[ e [+ an |+ paten ]

Datenpaket wird einer Amwendung zugeordnet

(30T 45 J« Pt A <t

Funktionsaufruf durch den Anwender

Urnwandlung der Daten ein eigenes Faormat

Erstrnalige logische Adressierung der Endgerte
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[PuiiJ+[ o# [+ i [+ 7 | [pn [+ anJ+_Bits_]
Definition der elektrischen, mechanischen und funktionalen
Schnittstelle zum Ubertragungsmedium

Zuzammensetzung der Abkirzungen oben :
Anfangshuchstabe der Schicht und "H" fiir Header .
z B. Application Hesder = AH

0Sl-Layers

T Application
6 Presentation

5 Session

4 Transport

3 Network

2 Data Link

1 Physical
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Application Layer

Transport Layer

Network Layer

Data Link Layer

Physical Layer

Application Layer t

Tasks:

* Front end to the lower-layer

protocols
* provides network services
to the user/applications
= Examples:
(service/protocol):
E-Mail / SMTP,
WWW / HTTP,
file transfer / FTP

SMTP: Simple Mail Transfer Protocol
HTTP: Hyper Text Transfer Protocol

FTP: File Transfer Protocol

«©
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Table 2-1 Application layer programs

Application Description

Hypertext Transfer The primary protocol used to communicate over the World Wide Web (see
Protocol (HTTP) RFC-2616 at www.ietf.org for details)

File Transfer Protocol (FTP) Allows different operating systems to transfer files between one another
Simple Mail Transfer The main protocol for transmitting e-mail messages across the Internet
Protocol (SMTP)

Simple Network Management Primarily used to monitor devices on a network, such as remotely monitoring a
Protocol (SNMP) router's state

Secure Shell (SSH) Enables a remote user to log on to a server and issue commands

Internet Relay Chat (IRC) Enables multiple users to communicate over the Internet in discussion forums
Telnet Enables users to remotely log on to a server

10
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Application Layer

]
Transport Layer

Network Layer

Data Link Layer

Physical Layer

Transport Layer

Tasks:

= Connection between
source and target

= Optimisation of quality of
service and service costs

* Flow control

= Connection management
= Getting Data packets to
and from application layer
by using port numbers

For example: TCP, UDP
services

11
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mtg)l_li)sllﬁe\\ss The Transport Layer

[

= Encapsulates data into segments
» Segments can use TCP or UDP to reach a
destination host
= TCP Is a connection-oriented protocol
= TCP three-way handshake
= Computer A sends a SYN packet

= Computer B replies with a SYN-ACK packet
= Computer A replies with an ACK packet

12



mobile N\ TCP Header Format
busmess
1 2 3

01234567890123456789012345678901
+—+—+-+—-F+—-F-+—-+—-F—-+-+—-F+—-F+—-+—-F+—-F—F+—F+—-F+—-F—F+-F+—-F—F—F+—F—F—F+ -+ -+ —+—-+-+
| Source Port | Destination Port |
+—+—+-+-4+—-+—-+-+—-F+—-F+-+—-F+—-F+—-+-F+—-F—-F+—-F+—-F+—-F+—F+-F—-F—F—F+—F—F—F+ -+ -+ —F+—-+-+
| Sequence Number |
+—+—+-+—-4+—-F-+—-F—-F—-F+-+—-F+—-F+—+-F+—-F—-F+—F+—-F+—-F—F+—-F+—-F—F—F+—F—F—F+ -+ -+ —+—-+-+
| Acknowledgment Number |
+—+—+-+-F+—-F-+—-F+—-F+—-F-+—-F+—-F+—+-F+—-F—-F+—F+—-F+—-F—F+—-F+—-F—F—F+—F—F—F+—F -+ —+—-+-+
| Data | [UJAIPIR]SIF] |
| Offset] Reserved |R|C]S|IS|Y|I] Window |
| I IGIKIHITININ] I
+—+—+-+-F+—-F-+—-F—-F—-F+-+—-F+—-F+—+-F+—-F+—F+—F+—-F+—-F—F+-F+—-F—F—F+ -+ —F—F+ -+ -+ —+—-+-+
| Checksum | Urgent Pointer |
+—+—+-+-4+—-+-+—-+—-F—-F+-+—-F+—-F+—+-F+—-F—F+—F+—-F+—-F—F+—-F+—-F—F—F+—-F—F—F+ -+ -+ —+—+-+
| Options | Padding |
+—+-+-+-4+—F+—+-+—-4+-+-+—-F+—-F+—+-F+—-F+—-F+—F+—-F—-F+—F+—-F—-F—F—F+ -+ —F—F+ -+ -+ —F+—-+-+
| data |
+—+—+-+-+—-+-+-+—-F—-+-+—-F+—-F+-—+-F+—-F+—-F+—+—-F+—-F—F+-F+—-F+—-F+—+—-F+—F—F+—-+—-+—-+—-+-+13




m&%‘lﬁe\\ss TCP Segment Headers

[

= Critical components:
» TCP flags
= Initial Sequence Number (ISN)
= Source and destination port

» Abused by hackers finding vulnerabilities

14
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= 32-bit number
» Tracks packets received

* Enables reassembly of large packets

= Sent on steps 1 and 2 of the TCP three-
way handshake
» By guessing ISN values, a hacker can hijack a

TCP session, gaining access to a server
without logging Iin

15
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business

= Port

» Logical, not physical, component of a TCP
connection

» |dentifies the service that is running
= Example: HTTP uses port 80

= A 16-bit number — 65,536 ports

= Each TCP packet has a source and
destination port

16

[
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» Helps you stop or disable services that are
not needed

= Open ports are an invitation for an attack

* You can'’t block all the ports
* That Would stop all networking

m At rte 92K anAd Q Aarn r1icitialhy
\L a ||||||||||U||| PU' o L\J al U OV Al © uoua“y

open on a server, so it can send out Emaill
and Web pages

17




mobile N\ Demonstration
business :

= \Wireshark Packet Sniffer
= TCP Handshake: SYN, SYN/ACK, ACK

= TCP

Ports

= TCP
Status
Flags

Time - Source Destination Protocal | Info
. 000000 1592.168.2.14 g2.165.134.55 1157 > http [5Y Seq=0 Len=0 M55=

0

0,100187 £2.165.134.55 192.168.2.14 TCP http = 1157 [5¥N, ACK] 5eq=0 Ack=1

0.100281 192.168.2.14 82.165.134.55 TCP 1157 = http [ACK] Seq=1l ack=1 win=1
0.100656 192.168.2.14 82.165.134. 55 HTTP GET /235/5214.html HTTP/1.1

0. 214045 £2.165.134.55 192.168.2.14 TCP http = 1157 [ACK] Seqg=1 ack=701 wWin
0.218748 82.165.134.55 192.168.2.14 TCP [TCP segment of a reassembled PDU]

0.220002 82.165.134.55 192.1658.2.14 TCP [TCP segment of a reassembled PDU]

& Frame 1 (62 bytes on wire, &2 bytes captured)
w Ethernet II, src: AcctonTe_Oe:5c:8a (00:10:b5:0e:5c:8a), Dst: BelkinCo 02:ed:7h (00:3
m Internet Protocol, Src: 192.168.2.14 (192.168.2.14), Dst: 82.165.134.55 (82.165.134.5
@ Transmission control Protocol, Src Port: 1157 (1157), Dst Port: http (80), Seq: 0, Le
Source port: 1157 (1157)
Destination port: http (80)
Sequence number: 0 (relative sequence number)
Header 1ength EE bytes
o... .... = CGHgEEtiUn wWindow Reduced (CWR): Not set
0., .... = ECN-Echo: Mot set
0. ... = Urgent: Not set
.0 .... = acknowledgment: WOt set
0... = Push: Not set
.0.. = Reset: Not set
1. = Syn: 5et
e .0 = Fin: Mot set
W1ndnw size: 16384
Checksum: 0x6033 [correct]

#= Ooptions: (8 bytes)
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» Fast but unreliable protocol
= Operates on transport layer

= Does not need to verify whether the
receiver is listening

= Higher layers of the TCP/IP stack handle
reliability problems

= Connectionless protocol
= E.g. for short DNS messages

19
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Application Layer

Transport Layer

:> Network Layer

Data Link Layer

Physical Layer

Network Layer

Tasks:
= Responsible for routing
packets to their destination
address
* Routing
» Addressing Using a logical
address, called e.g. an IP
address
= Typically connectionless

For example: IP

20




mobile N Internet Control Message Protocol
business (ICMP)

» Operates In the Internet layer of the
TCP/IP stack

= Used to send messages related to network
operations

» Helps in troubleshooting a network

= Some commands include
* Ping
= Traceroute
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IP Addressing t

= Consists of four bytes, like 147.144.20.1

= TwOo components
= Network address
= Host address

* Neither portion may be all 1s or all Os
= Classes

ass A
ass B
ass C

22
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Table 2-3 TCP/IP address classes

Address Class Range Address Bytes Number of Host Bytes Number of

Networks Hosts
Class A 1-127 1 127 3 16,777,214
Class B 128-191 2 16,128 2 65,534
Class C 192-223 3 2,097,152 1 254

2
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business IP Addressing (continued) t

» Class A
» First byte Is reserved for network address
= Last three bytes are for host address
= Supports more than 16 million host computers
* Limited number of Class A networks

» Reserved for large corporations and
governments (see link Ch 2b)

= Format: network.node.node.node

24
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business IP Addressing (continued) t

= Class B

* First two bytes are reserved for network
address

= | ast two bytes are for host address
= Supports more than 65,000 host computers

= Assigned to large corporations and Internet
Service Providers (ISPs)

= Format: network.network.node.node
» CCSF has 147.144.0.0 — 147.144.255.255

25
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= Class C

* First three bytes are reserved for network
address

= Last byte is for host address
= Supports up to 254 host computers

= Usually available for small business and home
networks

= Format: network.network.network.node

26
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= Subnetting
= Each network can be assigned a subnet mask

» Helps identify the network address bits from the host
address bits

= Class A uses a subnet mask of 255.0.0.0
= Also called /8

= Class B uses a subnet mask of 255.255.0.0
= Also called /16

= Class C uses a subnet mask of 255.255.255.0
= Also called /24

27
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business Planning IP Address Assignments

= TCP/IP uses subnet mask to determine If
the destination computer Is on the same
network or a different network

= |f destination is on a different network, it
relays packet to gateway

» Gateway forwards packet to its next
destination (routing)

» Packet eventually reaches destination

28
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business Planning IP Address Assignments

= Each network segment must have a
unigue network address

= Address cannot contain all Os or all 1s

* To access computers on other networks
= Each computer needs IP address of gateway

29
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Application Layer

Transport Layer

Network Layer

:> Data Link Layer

Physical Layer

Data Link Layer
[

Tasks:

= data transmission between
stations in the direct
neighbourhood

= error detection and
elimination

= flow control

= Medium access control
(MAC)

30
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. Bus-Network

©00000000000000000000000000Q00000000000000000000000000000000000000000000000000000,000000000000000000p00000000000000000m0s00000000000

= Developed by XEROX

D 4

= Additional nodes can easily be added.

= Protocol: Carrier Sense Multiple Access with Collision
Detection (CSMA/CD)

31
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CSMA/CD:

Carrier Sense:

T

Multiple Access:

T T

ﬁ—v

Collision Detection:

ﬁv

Based on [Ta96, p.282] 32
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Eavesdropping of all frames

I.e. Ethereal:

Frame-Sniffing

{& <capture > - Ethereal o ] |
File Edit Capture Display Tools Help |
Destination ﬁ
2 0,122521 130.83.23.140 62.175.101.66 TCP 1757 » TL128 [ACK] Seg=1
3 0.184581% 6£2.179.101.66 130.83.23.160 TCP F1Z28 » 1757 [PSH, ACK]
4 0,187568 62.179.101.646 150.83.25.160 TCP 7128 = 1757 [ACK] sSeq=1
5 0,187607 62.179.101.66 130.83.25.160 TCP 7128 = 1757 [ACK] sSeq=l
6 0,187706 130.83.23.140 62.175.101.66 TCP 1757 » 7128 [Ack] seg=1l
FO0.18YFLE 62.179.101. 64 130.83.23.160 TCP 7128 = 1757 [ACK] Seqg=l
8 0.188348 62.179.101.8646 150.83.25.160 TCP 7128 = 1757 [ACK] sSeq=1
G 0,18839% 130.83.23.140 62.175.101.66 TCP 1757 » 7128 [ACK] seg=1l
10 0.185682 62.175.101.66 130.83.23.160 TCP 7128 = 1757 [ACK] sSeg=l
11 0.232726 862.179.101.66 130.83.23.160 TCP F1Z28 » 1757 [PSH, ACK]
12 0.232854 130.83.23.14a0 62,175,101, 68 TCP 1757 » 7128 [ACK] sSeg=1
13 0,291815 G2.179.101.445 130,853.23.1480 1 Tlz& » 1737 [P=H, ACK]
14 0,298128 62.179.101.66 150.83.25.160 TCP 7128 » 1757 [ACK] Seq=l
15 0,298191 62.179.101.466 150.83.25.160 TCP 7128 = 1757 [ACK] sSeq=1
1A N 2087401 120 82 22 1AM {2 Wt = T I e A =Y = T AFET ~ 71728 FTarwl cam-1 /
|| [ -
EFrame 1 (1346 bytes on wire, 1346 bytes captured) iy
M Ethernet II, Src: 00:07:4F:55:b4:00, Dst: 00:06:5h:b9:15:8a
H Internet pProtocol, src addr: 62.179.101.66 (62.179.101.667, Dst addr: 130.83.23.160 (130.
E Transmission Control Protocol, Src Port: 7128 (7128, Dst Port: 1757 (1757), Seq: 194150¢
Data (1292 hytes) !

0000 00 06 Sb bS% 15 8a 00 07 4f 55 b4 00 OB 00 45 00
0010 05 34 of ba 40 00 74 06 b4 21 3e b3 65 42 82 53
0020 17 a0 1b d8 06 dd 73 b8 0 bc 76 44 b3 4b 50 18
0030 fa 7a 0% 37 00 00 8F 3 1c 3a da 81 e9 4a eO 64
0040 67 4b 50 31 2< Sc 0h 78 fh Ge OF a0 cb 81 of

[..... al....E.
4. .@.t. .!'».eB.5
...... 3 LoDl KPP
LZ.7. J.d

gKPl \ X M

il

Filter: | J Feset| Apply |F|Ie =capture> Drops: 0

composite packets
> of higher protocol
layers

[J. Buchmann: Lecture Public Key Infrastrukturen, FG Theoretische Informatik, TU Darmstadt]
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Application Layer
Tasks:

= Bit transfer

= Mechanic

(connector, medium)
Network Layer = Electronic

(signal durability of a bit,
voltage)

Transport Layer

Data Link Layer
"

:> Physical Layer

34
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= Introduction

= Network Organisation
* Firewalls
= Demilitarized Zone
= Intrusion Detection

= Security Protocols
= Wireless / Mobile Security

Agenda t

35
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= Introduction

= Network Organisation
= Firewalls
= Demilitarized Zone
= Intrusion Detection

= Security Protocols
= Wireless / Mobile Security

Agenda t

36
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= LA firewall is an internetwork gateway
that restricts data communication traffic
to and from one of the connected
networks (the one said to be inside the
firewall) and thus protects that network*s
system resources against threats from the
other network (the one that is said to be
outside the firewall).” [RFC 2828]

37
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_______________________________

Firewall

Firewall E

38
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= Introduction

= Network Organisation
* Firewalls
= Demilitarized Zone
= Intrusion Detection

= Security Protocols
= Wireless / Mobile Security

Agenda t

39
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= The DMZ is a portion of a network, that
separates a purely internal network from an
external network. [BiO5]

= The “outer firewall” sits between the Internet
and the internal network.

* The DMZ provides limited public access to
various servers.

= The “inner firewall” sits between the DMZ and
the subnets not to be accessed by the public.

40
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DMZ.

Internet \
ﬁ() uter ﬂI‘EW’EI J[/l/'

INTERNAL

ﬁCnrpnrate data Sleﬂ% <Cusmmer data subi

NG

N

et

2

1 S
/Devempmenl subnet /frﬁ;mal

e
sl

@nar fi rt:w@

[Bi05]

Network using a DMZ E
[

.
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o ML

Brdwser Server - Mapping

Corporate Access Point|Service

D N I ‘ﬂ"‘\\ l T
,‘"‘\ > a1 Ll
o e I ris
R < '-‘:‘y" A : 8 e
pp “V -9
. . |
Web Application JAAS ' REC/SNC M
I
I
I

HTTP(SANM= = = = = = = = = c oo ,
HTML

Challenge
Provider

RFC: Remote Function Call

SNC: Secure Network Connection

42
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= |[ntroduction

= Network Organisation
= Firewalls
= Demilitarized Zone
= Intrusion Detection

= Security Protocols
= Wireless / Mobile Security

Agenda t

43
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Computer systems that are not under attack exhibit several
characteristics [BiO5]

1. The actions of users and processes generally conform to a
statistically predictable pattern. A user who does only word
processing when using the computer is unlikely to perform a
system maintenance function.

2. The actions of users and processes do not include sequences
of commands to subvert the security policy of the system. In
theory, any such sequence is excluded; in practice, only
cnrmiinnA~ne LrnAwam +A ciilhhwiard +lha cvictarm Aanm lha AAatantdaA
SCTYUCITILES RTTUVWIT tU SUUVEI L UIT SysLclll Lall yE ycicuiLtu.

3.  The actions of processes conform to a set of specifications
describing actions that the processes are allowed to do (or
not allowed to do).

Denning [De87] hypothesized that systems under attack fail to meet at least one
of these characteristics.

44
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= An attack tool is an automated
script designed to violate a
security policy.

» Example: Rootkit

[Bi05] "
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= Exists for many versions of the UNIX operating
system

* |s designed to sniff passwords from the network
and to conceal its presence

* Includes tools to automate the installation
procedure and has modified versions of system
utilities

= Can eliminate many errors arising from

Incorrect installation and perform routine steps
to clean up detritus of the attack

[Bi05] "
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business Detection Systems |

= Detect a wide variety of intrusions:
» |nside and outside attacks
= Known and previously unknown attacks should be detected.
= Adapt to new kinds of attacks

= Detect intrusions in a timely fashion

= Present the analysis in a simple, easy to understand
format

= Be accurate:

= False positives reduce confidence in the correctness of the
results.

» False negatives are even worse, since the purpose of an IDS is
to report attacks.

[Bi05] .
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= Anomaly detection analyzes a set of
characteristics of the system and
compares their behavior with a set of
expected values.

= |t reports when the computed statistics
do not match the expected
measurements.

[Bi105] 48
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business Misuse Detection

[

= Misuse detection determines
whether a sequence of instructions
being executed is known to violate
the site security policy being
executed. If so, It reports a
potential intrusion.

= Example: Network Flight Recorder
(NFR)

[Bi105] 49
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* NFR has three components

* The packet sucker reads packets off the
network.

* The decision engine uses filters written in
a language called N-code to extract
Information.

= The backend writes the data generated by
the filters to disk.

[Bi105] 50
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= Specification-based detection
determines whether or not a
seguence of instructions violates a
specification of how a program, or
system, should execute. If so, it
reports a potential intrusion.

= Example threat source to be
controlled: The UNIX program rdist

[Bi05] 8
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business Autonomous Agents

= An autonomous agent Is a process
that can act independently of the
system of which it is a part.

» Example: The Autonomous Agents
for Intrusion Detection (AAFID)

[Bi105] 52 F
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Agent
Host A
Darector
Age N
Host B '

Internet

!

Agent|| Notifier
\_Host C

[Bi105] 53 F
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* |Introduction
= Network Organisation

= Security Protocols
= Virtual Private Networks
= Secure Socket Layer
" |Psec

= Wireless / Mobile Security

Agenda t
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* |Introduction
= Network Organisation

= Security Protocols
= Virtual Private Networks
= Secure Socket Layer
" |Psec

= Wireless / Mobile Security

Agenda t
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Router

[Based on: J. Buchmann: Lecture Public Key Infrastrukturen, FG Theoretische Informatik, TU Darmstadt] 56
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Virtual Tunnel

Router

Local Network Internet Local Network

[Based on: J. Buchmann: Lecture Public Key Infrastrukturen, FG Theoretische Informatik, TU Darmstadt

]57
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* |Introduction
= Network Organisation

= Security Protocols
= Virtual Private Networks
= Secure Socket Layer
" |Psec

= Wireless / Mobile Security

Agenda t
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www.my-bank.de/Kontostand.html

Actions of the browser:
1. DNS-Request
2. http-Request

named

142.254.112.17
yevwanyobemddami

=
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business DNS-Spoofing
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Possible attacks:

1. Compromise of DNS (DNS-Spoofing)
—> Server authentication

|

O VIS DYy Sl alen |

==
> —
142.254.
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mlg)LE) Slll’e1 e\ss HTTP-Sniffing

Possible attacks:
1. Compromise of DNS
2. Eavesdropping
-> Encryption (SSL/TL

named

www.my-bank.de
get Kontostand.html

wv-‘

=—— BE=
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business SLTLS |

SSL/TLS (simplified):

Hello!
. . >
< Server authentication
K h >
ey exchange
< y g
>
< data (encrypted)
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SSL/TLS:
e Server- and client-authentication
» Key exchange for symmetric encryption

 MACs to secure integrity

Security Goal http https (SSL/TLS)
Authenticity X (mostly server only)
Non-Repudiation X X
Confidentiality X
Integrity X
Dated X X
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Packet-Sniffing
business :

= Attacker iIs able to eavesdrop IP-Packets

» |deal: At the sender- or recipient-
gateway
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encrypted < >

ESP-Transport-Mode

encrypted «
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IPsec: Encapsulated
Security Payload :
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IP-Spoofing
business t

= Attacker sends IP-packets with a faked
sender address.
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= Attacker impersonates the recipient.
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Data Packet

authenticated <

authenticated *
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IPsec: Authentication Header E

[
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