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= Definition: Authentication is the binding
of an identity to a subject.

* The subject must provide information to
enable the system to confirm its identity.

[BiO5]
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= The information comes from one
(or more) of the following:

= What the subject knows
= Passwords, secret information

= What the subject has
= Badge, card
= What the subject is
» Fingerprints, retinal characteristics

= Where the subject is

= In front of a particular terminal, located by a particular
radio receiver

[BiO5]
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= The authentication process consists of:

= Obtaining authentication information from the
subject

» Analyzing the data
» Determining if data is associated with that subject

* The computer must store some information
about the subject.

= A mechanism for data management is required.
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= A password is information associated with
an entity that confirms the entity’s
identity.

= Example: each user chooses a sequence
of 8 digits as a password. Then A has 108
elements
(from “00000000” to “99999999”).
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Attacking a Password System
= Password guessing

= Password spoofing

= Compromise of password file

* Threatening the subject

= Social engineering
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» Exhaustive search (a.k.a. brute force):
try all possible combinations of valid
symbols, up to a certain length.

* |Intelligent search: search through a
restricted name space, e.g. try passwords
that are somehow related with a user or
generally popular.

= Example: Dictionary attack.
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= Set a password:

» |f no password is set, the attacker is even spared the trouble of
guessing one.

= Change default passwords.

= Password length

= To thwart exhaustive search, a minimal password length should
be prescribed.

= Password complexity

= Mix upper and lower case symbols and include numerical and
non alphabetical symbols

= Avoid obvious passwords.
* Do not re-use passwords on different systems.

¥
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= Proactive password checkers
= Search for weak passwords by administrator.
= Password generation
= Computer produces random passwords.
= Password ageing
= Set expiry date for passwords.
= Limit login attempts

» Lock account after multiple unsuccessful login
events.

= Inform user
= Show time of last login, after a successful login.

¥
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» |dentification and authentication through
username and password only provide
unilateral authentication.

= Does the user know who has received the
password? -> No

= The user has no guarantees about the
identity of the party at the other end of
the line.

;
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= The attacker runs a program that presents a
fake login screen.

= An unsuspecting user tries to login at that
terminal.

= The victim is asked for username and password.
= These are then stored by the attacker.

= Login is aborted with a (fake) error message
and the spoofing program terminates.

= Often, the user is then redirected to the real
login screen.

¥
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= Scam e-mail

= Link to fake login
form

= Fake address
visible in URL

Example: Phishing

&7 Postbank

Zelr grekote Rundin, fedr geshater Funds,
Dier vechnische Daest deg Bark edee die plasmagrige Akrualiszruag der Softwase durek Fur die
Akvaliserung or Kundeseditonbank 138 of nong [bre Bankdwien amost o bestaagen Dalieer

musres Sie underen Lisk footen) besuches, wa Thaen eine spezielle Fors rom Ausfallen
angebaten wisd

bl e plang gorb ek def ittt delale conlaticn_gage dg
Tiere Anwesesg wird 12 allen Brskekundes geandt aned 1pt zum Fefullen exforderlich
Wi bitten um Yerslandzar wrd bedarken vzs fur die Zusammenakait
@ 2005 Deikscln Posiank AT

-
A Passion to Parform i

Deutsche Bank .

Passion: Breaking boundaries.

Performance: Financing solutions for the
world’'s most dynamic markets.

Wichtige Information von der Verwaltung der Deutsche Bank AG!

Sehr geehrte Kundin,
sehr geehrter Kunde,

|J F\gdres(lé:l http: f v, pottsboroisd, orgf~access|signin, htm

)

| Edeo |JLinks ”|

Es freut uns sehr [hnen uber planmaBige Modernisierung des Softwares {inki.
erheitsmodul, Ubergang zum Protokoll SSL 4.5 u s.w.) mitzuteilen. Diese MaBnamen

e Vereinfachung fur Benutzung unseres Zahlung-Online-Systems und bieten noch

ptzsicherheit an.

um neuen System wird nicht spater als am 12.09.2005 erfolgen.

Bng mit der Modernisierung bitten wir alle unsere Kunden ein spezielles
rmular der Benutzer des neuen Systems auszufilien.

-

Sign In To Verify Your Account

New to eBay? or Already an eBay user?

If you want to sign in, you'll
need to register first.

“iew all your bidding and selling activities in one location.

eBay User ID

Registration is fast and free. I

Fargot your User [D?
Register > |

Password

Forgat your password?

| Sign In Securely > I

[T Keep me signed in on this compoter unless | sign out.

Hass der Ubergang zum neuen SLWEJLSCM Bank AG Online-

rlich ist. Bitte flllen Sie die Registnerungsform unverziglich nach dem Empfang
k.

ns fir Zusammenarbeit.
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= When users ask for an
IP address to match a

URL, a wrong one is |
y ttacker Fake WEbEiT.E
provided. www.ndcebank.com

= Attack against DNS
server or user‘s PC
= When users try to ||
access the attacked
website they are (\

DNS Ser W bsit

redirected to the fake waosn @ www.nicebank.com
site (cf. Network
Security lecture)

How Pharming
Works

User

http://palisade.plynt.com/issues/2006Mar/pharming/
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» Displaying the number of failed logins:

= |f your 15t login fails but you are told at the 2nd
attempt that there has been no unsuccessful login
attempt, you should become suspicious.

= Trusted path:

= Example: CRTL+ALT+DEL in Windows XP
Guarantee that the user is communicating with the
operating system and not with a spoofing program.
» Mutual authentication:

» The system could be required to authenticate itself
to the user.

Countermeasures

i
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= To verify a user‘s identity, the system
compares the password against a value
stored in the password file.

» This password file is naturally an
extremely attractive target for an
attacker.

= Even if password file is encrypted, an
offline dictionary attack can occur.

;
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bUSIneSS Your Password File

= To protect the password file, we have the
following options:
= Cryptographic protection
= Access control enforced by the operating
system

= A combination of both, possibly with even
further advancements to slow down
dictionary attacks

.
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Threatening the Subject
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social engineering: n.

Term used among crackers
(...) for cracking techniques
that rely on weaknesses in

wetware rather than

software; the aim is to trick

people into revealing
passwords or other
information that
compromises a target

system's security. Classic
scams include phoning up a
mark who has the required
information and posing as a
field service tech or a fellow
employee with an urgent

access problem. (...)

The Jargon File,

http://catb.org/jargon/html/S/social-

engineering.html

Social Engineering

Staff give up passwords for chocolate bar

new survey has discovered just

how unconcerned employees are
about IT security, with more than 71%
of those questioned wiling to divulge
their computer password for nothing
more than a chocolate bar.

The survey asked workers a series
of questions including “what is your
password?” at which 37%
immediately gave it up. A further 34%
revealed their password after some
minor additional interro-
gation. Of the 172 office
workers surveyed, the vast
majority had passwords
based on some easily
uncovered aspect of their
lives, such as family name or
favourite football team, but
the most common password
was found to be ‘admin.’

Hot on the heels of these
revelations came a DTI survey,
which revealed security
breaches are, unsurprisingly,
on the increase. One third of
all UK businesses and two-
thirds of large businesses had
a security incident that

involved loss of data (excluding
viruses), with the average cost to a
business of a serious security incident
set at £7,000 to 14,000 and a loss of
four days of productivity.

Another serious concern was the
discovery businesses were spending
less than 3% of their IT spend on
security and, though the majority of
businesses understand the need for
anti-virus software, most of them did
not update the software often
enough.

Stephen Timms, govern-
ment minister for e-
commerce, announced the
results with the caveat that
the context of the survey had
changed. “UK companies are
now using the internet as a
routine part of business, but
with the rapid adoption of
e-business comes huge
risks, and those risks are not
being managed.”

A full copy of the findings -
and we urge you to read
them - can be found at
www.security-survey.gov.uk

Growing Business, May 2004
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The Register » Security »

Paris Hilton's Sidekick hacked

By Lucy Sherriff
Published Monday 21st February 2005 11:32 GMT

Photos from sidekick
Paris Hilton's address book, famously kept on a T-Mobile Sidekick, has been popping up all over the internet after someone

managed to figure out her password.

The Drudge Report says that it has confirmed the authenticity of many of the numbers, presumably a polite way of saying they've
been crank calling Anna Kournikova and Lindsay Lohan all weekend. The FBI has reportedly opened an investigation.

T-Mobile verdient am Hilton-Hack

Gerade wegen der Sicherheitsliicken in Paris Hiltons Mobiltelefon wird T-Mobiles Sidekick derzeit zum
Verkaufsrenner.

01.03.2005 - Die von einem unbekannten Computerexperten genutzte Sicherheitsliicke (wir berichteten) im mobilen
E-Mail-System "Sidekick” des deutschen Mobilfunkproviders T-Mobile entwickelt sich zum echten Marketing-Gag
und zur Verkaufsrakete fiir den unzuverliissigen Service.

Nachdem das Online-Telefonregister der Boulevard-Diva Paris Hilton gehackt und 6ffentlich gemacht wurde,
drgerten sich zwar deren Bekannte iiber zahlreiche unerwiinschte Anrufe, T-Mobile freut sich dagegen iiber den
Umsatzbonus. Bereits geschaltete Anzeigen mit Paris Hilton als Werbetriiger fiir Sidekick bleiben im Programm.
(fe) 21
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= The user has to present a physical object
to be authenticated.

= Classic example: a key




mobile N\
business

= The user has to present a
physical token to be
authenticated.

= A card or identity token used to
control access are examples of
such a token.

= Smart cards could become an
alternative to passwords.

RSA SecurlD

Hardware Token

Security Tokens

)
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Time Synchronised Authentication
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= A physical token can be lost or stolen.

= Anybody who is in possession of the token
has the same rights as the legitimate
owner.

= Combinations with PIN or other
information about the legitimate owner
are used.

= However, this does not eliminate the
risk.

I
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= |dentification by physical
attributes is as old as
humanity.

= Efforts to find physical
characteristics to uniquely
identify people would ideally
eliminate errors in
authentication.
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= A capacitative technique uses the
differences in electrical charges of the
whorls on the finger to detect those parts
of the finger touching the chip and those
raised.

= The data is converted into a graph in
which ridges are represented by vertices:
and vertices corresponding to adjacent
ridges are connected.

» Determining matches becomes a problem
of graph matching.

Fingerprint
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Movie Clip

Fingerprints

;


the6thday.avi
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» Patterns within iris are unique for each
person.

= One verification approach is to
compare the patterns statistically and
ask whether the differences are
random.

= A second approach is to correlate the
images using statistical test to see if
they match.

»= This requires a laser beaming into the
retina, which is highly intrusive.

= This method is usually used only in the
most secure facilities.

Iris Scan

r.d‘"' £
‘\L
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= Authentication by voice, also
called speaker verification or
speaker recognition involves
recognition of a speaker‘s
voice characteristics.

» The system is first trained on
fixed pass phrases or
phonemes that can be
combined.

Voice Recognition
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First the face is located.

Facial features such as hair and glasses
make the recognition harder.

Techniques for doing this include the use
of neural networks.

The resulting image is compared

with the respective image in . =—— _

the database. _
The correlation mechanisms _ = #i{

Face Recognition

must be trained.

i
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= A signature verification system has
five components:

» Data capture: the process of converting
the signature into digital form.

» Preprocessing: the data transformation in
a standard format.

» Feature extraction: the process of
extracting key information from the
digital representation of the signature.

» Comparison process: matches extracted
features with templates stored in a
database. Usually, the output is a fit
ratio.

= Performance evaluation: the decision
step typically made by thresholding the
fit value.
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= Patterns will hardly ever match precisely.

= A new problem occurs: false positives
and false negatives.

= |f data can be copied by a potential
attacker, identity theft can occur.

= Replay attacks are possible.

= Biometric attribute can not be revoked
easily.

I
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= Geodetic location, as calculated from a location
signature, adds a fourth and new dimension to user
authentication and access control.

» The physical location of a particular user or network
node at any instant in time is uniquely characterized by
a location signature.

= This signature is created by a location signature sensor
(LSS) from the microwave signals transmitted by the
twenty-four satellite constellation of the Global
Positioning System (GPS).

= An entity in cyberspace will be unable to pretend to be
anywhere other than where its LSS is actually situated.

[DeMa96] F
37
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» Authentication mechanisms can be
combined, or multiple methods can be
used (Multi Factor Authentication).

= The multiple layers of authentication
require an attacker to know more, or

possess more, than is required to spoof a
single layer.

Multi Factor Authentication

I
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= Automatic Teller
Machines (ATM)

= Combination of
security token (EC-
card) and password
(PIN)

UTE MUSTERMANN

- acee -

eacy
1234567890 0987654321 —/

g
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= Passwords have the fundamental problem, that
they are reusable.

» |[f an attacker sees a password he can later
replay the password.

= The system can not distinguish between the
attacker and the legitimate user and allows
access.

= An alternative is to authenticate in such a way
that the transmitted password changes each
time.

i
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= User U wants to authenticate himself to System
S.

= U and S have agreed on secret function f.

= When authentication is needed S sends a
random message m to U (challenge).

= U replies with the transformation t=f(m)
(response).

= S validates t by computing it separately.

Challenge/Response

i
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Challenge/Response
business SC/RESP
Challenge: m
Compute B
t,=f(m)
— Response: t,
- Compute
t,=f(m)
If (t,=t,) authentication successful ||*
u S

)
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= How can Alice prove to Bob that she
knows a secret S without disclosing the
secret to Bob or a third person?

Zero Knowledge Proof

i



| know where
Walter is.

Walter

How can | prove this
without disclosing
information?

46
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Example: Where is Walter?

47




mobile N\

business References

= [Bi05] Bishop, Matt. Introduction to Computer
Security. Boston: Addison Wesley, 2005. pp.
171-198.

= [Go06] Gollmann, Dieter. Computer Security,
2"d Edition. Chichester, New York, Weinheim,
Brisbane, Singapore, Toronto: John Wiley &
Sons, 2006.

= [DeMa96] D. E. Denning and P. F. MacDoran,
"Location-Based Authentication: Grounding

Cyberspace for Better Security,” Computer
Fraud &Security. vol. 1996.

I



