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Exercise 1: PGP 

 

Install GnuPG or similar software for mail encryption on your system. Create a new key pair, and 

send a signed and encrypted message to Gökhan Bal (goekhan.bal@m-chair.net) and Markus 

Tschersich (markus.tschersich@m-chair.net) containing your newly created public key and a short 

summary of your experiences (in German or English – as you please). 

 

Hints: 

- GnuPG can be downloaded from http://www.gnupg.de/ 

- Public keys of m-chair staff members can be found under the respective profile pages on 

http://m-chair.net/ 

 

 

Exercise 2: Caesar-Cipher 

 

Decrypt the following word, encrypted with the Caesar cipher:  

 JYFWAVNYHWOF 
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Exercise 3: Cryptosystems 

 

1. Imagine the following situation: Alice wants to share a secret with Bob and therefore sends an 

encrypted message to Bob. 

 

1.1 Sketch the process by using symmetric encryption/decryption.  

a. Complete the illustration by highlighting each step and adding all missing elements – 

such as keys, involved 3
rd

 parties,… 

 

 

 

 

 

 

 

 

 

 

 

 

 

b. What are pre-conditions for this approach? 

 

 

 

 

 

 

 

 

 

c. What are advantages and disadvantages of symmetric encryption/decryption? 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

1.2 Sketch the process by using asymmetric encryption/decryption.  

a. Complete the illustration by highlighting each step and adding all missing elements – 

such as keys, involved 3
rd

 parties,… 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

b. What are pre-conditions for this approach? 

 

 

 

 

 

 

 

 

 

c. What are advantages and disadvantages of asymmetric encryption/decryption? 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

1.3 Sketch the process by using PGP.  

a. Complete the illustration by highlighting each step and adding all missing elements – 

such as keys, involved 3
rd

 parties,… 

 

 

 

 

 

 

 

 

 

 

 

 

b. What are pre-conditions for this approach? 

 

 

 

 

 

 

 

 

 

c. What are advantages and disadvantages of PGP? 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

2. Mention possible ways for distributing keys and discuss advantages as well as disadvantages. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


