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A Classification for Mobile Banking

Mobile 

Banking

(Mobile 

Payment)

Mobile 

Brokerage
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Introduction

Mobile Brokerage yesterday…

 Mobile Banking/Broking were expected to be one of 
the „killer applications“ for mobile commerce in the 
past. [Durlacher 1999; Ericsson 2001]

Problems:
 Most of the time, mobile brokerage services were 

reproductions of existing, web-based applications with 
a limited set of available features.

 Low bandwidth, i.e. time consuming

 High communication costs

 Limited functionality

 HCI problems (e.g. display quality)
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Introduction

Mobile Brokerage today…

 Some of the major problems solved:

 Faster data services (GPRS/UMTS)

 Lower costs for data services (e.g. data flat rates) 

 Enhanced functionality (new devices with larger 

screens and better browser software)

 However: 
Most of the current mobile brokerage services are 

simple reproductions of existing online brokerage 

websites.
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Introduction

 Example: Notification Services
 Account balance warnings

 Completed money transfers

 Completed stock orders

 „These proactive and “simple” alerting services reduce 
call centre costs up to 70-90% (25c vs. $2.77 averaged)“ 

[JupiterResearch 2004]

 But: Currently existing mobile brokerage services are 
still rudimentary and primarily focus on the reduction 
of costs (e.g. reduction of call-center calls). 

[Pavich 2004]
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Trading Phases of Stock Trading

Order Routing Order 

Matching
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Settlement
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… …

Trading Process ([Based on: Picot 1996])

Information

Acquisition

Sphere of mobile devices
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Information Activities being influenced by 

Mobile Information Services

Acquisition of Information:

 Used to cover the situational information demand

 Passive acquisition of information:
All necessary information for the decision is automatically 
delivered to the investor (so called push services).

 Active acquisition of information:
All necessary information for the decision is acquired 
proactively by the investor (so called pull services).
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Push vs. Pull Services

Push service
 User configures service 

settings

 Server sends proactively 

mobile message

Client Server

push message, e.g. SMS, 

MMS, WAP Push

Pull service  Client requests 

web-site

 Server sends requested 

document (response)

Client Server

response

request
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Passive Information Acquisition I: 

Classic Notification Scenario

[Source: www.deutsche-bank.de]
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Passive Information Acquisition I: 

Integrated Mobile Push Services

 Scenario:
An investor holds stocks of the company XY Inc.

 Private investors are not able to continuously 
monitor market developments or critical 
market events.

 Therefore, relevant information should be 
identified & delivered automatically to 
investors.
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Passive Information Acquisition II: 

Integrated Mobile Push Services

The notifications are

triggered by the backend 

which monitors portfolio 

status & external data 

sources (e.g. news-feeds).

 Smart integration of 

existing backend systems 

required.

14
[Source: www.deutsche-bank.de]

[Source: www.deutsche-bank.de]
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Passive Information Acquisition II: 

Integrated Mobile Push Services

 Exemplary scenario:
During stock exchange trading hours, an ad hoc 
disclosure is published.

 This can trigger a mobile push notification to be sent, 
e.g. a WAP Push Message: 

[Muntermann 2005] 15
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Active Information Acquisition I: 

Financial Information (Pull) Services

 Exemplary scenario:
Investor receives a notification about the ad hoc 
disclosure published (by means of a mobile push 
service).

 In order to evaluate this notification, the user requests 
additional information regarding the disclosure and/or 
the capital market development.

 Since the event (i.e. the ad hoc 
disclosure) might promptly affect 
stock prices, timely information 
provisioning is required.
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Active Information Acquisition I: 

Financial Information (Pull) Services

[Source: www.comdirect.de]

Current mobile brokerage 

services provide similar 

functionalities compared 

to their online banking 

counterparts. 

These services and the 

early WAP-based services 

don’t have a lot in 

common.
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Conclusion

 Mobile financial information (pull-) & 

notification (push-) services can deliver 

relevant information in time and therefore 

can provide additional value to customers.
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Efficiency Analysis for Mobile 

Information Services

Influence of mobile information services in the 
Information Phase

 Increased market transparency: All market 
participants (incl. private investors) can access all 
relevant information simultaneously. 

 Increased information efficiency: Information being 
relevant for a decision can be delivered promptly to a 
large number of recipients/customers using a mobile 
information service.

 Decrease of the transaction costs due to the increased 
market transparency and information efficiency.
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Order Routing 

 Order Routing:
Transmission of all necessary data relevant for 
a transaction, by the user to the bank or online 
broker.

 Within a multi-stage communication process, 
the customer is authenticated and the 
transaction is authorised.

 Goal: Fast, secure and error-free Order Routing
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Example Order Routing

Bank/Online BrokerCustomer

Order

Stock Exchange

Transmission to 

the Stock 

Exchange

Transmission to the 

Clearing Centre

Clearing Centre

Confirmation

Confir-

mation

Order Routing
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Order Routing:

End-user Frontend

23
[Source: www.comdirect.de]

Trading of securities such as 

stocks, warrants, bonds etc.

Authorization via “transaction 

number (TAN)” required.
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Order Routing:

Confirmation Services

 Confirmation services can 
provide information 
regarding transactions 
performed.

 Standard push messaging 
services (e.g. SMS) can be 
used.

 Such services can provide 
timely information and 
reduce call centre calls.
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Your order has been 

executed 2007-03-10.

Price per stock: 4.58€

Total amount: 916€
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Infrastructure Designs & 

Communication Processes

26

Online Broker

Authorisation request

Transaction request

News Feed Server

Event notification

Confirmation

Information Service

(passive acquisition of information)

Order Routing

[Muntermann et al. 2005]
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General IT Threats & 

Protection Goals

General protection goals regarding IT systems:

 Confidentiality
Describes the protection against unauthorized acquisition of infor-
mation, i.e. that information becomes known to the wrong persons. 

 Integrity

Loss of integrity results from unauthorized modification of infor-
mation, i.e. the information has been changed unintentionally or on 
purpose.

 Accountability
The loss of accountability is the consequence of unauthorized 
noncommitment, i.e. a responsible person or system cannot be 
identified definitely. 

 Availability
A loss of availability can be caused by unauthorized, but noticed, 
influence on the system’s functionality. In consequence, informa-
tion or data required cannot or be accessed anymore or access is 
delayed.

28[Rannenberg et al. 1999]
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Traditional Architecture Design

Online Broker

PIN/TAN request

Transaction request

via HTTPS

News Feed Server Confirmation (HTTPS Post)

Information Service

(passive acquisition of information)

Order Routing

Event notification

SMS

[Muntermann et al. 2005]
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Problems of the Traditional 

Architecture Design

 Information services inform the investor of 

potential gains or losses on his portfolio.

 The Investor might be unable to provide the 

necessary credentials to react in time.

 The information the investor receives might 

have been tampered with.
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A bit of security analysis

IT Security Properties

• Confidentiality

No information to unauthorized 
entities

• Integrity

No unauthorized manipulation

• Accountability

No unaccountable activities

• Availability

Resources in time available

Financial Information via SMS

• Confidentiality

SMS messages go unencrypted 
through many systems.

• Integrity

An SMS message comes as is.

• Accountability

SMS sender fields can be forged.

• Availability

No guaranteed delivery times

Using this one channel as is might be a bit optimistic.
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Security Analysis I: 

Passive Acquisition of Information via SMS

News Feed Server

Information Service

(passive acquisition of information)

Event notification

SMS

 Confidentiality 
SMS messages go unencrypted 
through many systems.

 Integrity
No integrity control provided.

 Accountability
SMS sender fields can be forged

 Availability
No guaranteed delivery times

[Muntermann et al. 2005]
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One Example for 

Loss of Accountability 

[Source: www.ntv.de]

Anonymous text 

messages (SMS) 

can be sent over 

portals on the 

Internet.

This service is 

offered as:

„Anonymous 

Revenge SMS“
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Faking an SMS is easy…

 Fake SMS sendable 
from mobile device 
logo portal

 Marketed as
 „Revenge SMS“

 „ … if you want to 
take revenge against 
your teacher for bad 
markings.“
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… possible Consequences

36

Ad hoc Disclosure

03.04.03

…recorded a 

consolidated decline

in revenues for the first 

nine months of fiscal 

year 2006/2007 of 

around €580 thousand 

…

increase

SellBuy?
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Security Analysis I:

Order Routing

[Muntermann et al. 2005]

Online Broker

PIN/TAN request

Transaction request

via HTTPS

Confirmation (HTTPS Post)

Order Routing Confidentiality 
HTTPS provides encrypted 
communication.

 Integrity
No integrity protection

 Accountability
TAN not bound to the
intended transaction

 Availability
Can not be guaranteed (e.g. 
denial-of service attacks)
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The PIN/TAN Problem

 The investor might unable to react because 

necessary credentials are missing (TAN list left 

at home).

 The user is forced to carry the credential all 

the time, because he never knows when an 

investment decision has to be made.

 This poses a risk for potential loss or theft

(Someone is running around with my TANs …).
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… Further Problems arise from use of 

legacy Infrastructures (WAP 1.x)

[Source: Forum Nokia 2003]
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A Novel Signature-based 

Architecture Design

Online Broker

SIM AT request

Transaction request

via HTTPS

News Feed Server

Information Service

(passive acquisition of information)

Order Routing

SIM AT notification

SMS 

(encrypted 

& signed)

[Muntermann et al. 2005]

SIM AT Confirmation

(signed)

Signature & 

encryption-

enabled
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Security Analysis II: 

Passive Acquisition of Information via signed & encrypted SMS

42

News Feed Server

Information Service

(passive acquisition of information)

Event notification

 Confidentiality 
SMS is sent encrypted to the 
SIM. 

 Integrity
Checked via the SMS signature

 Accountability
Checked via the SMS signature

 Availability
No guaranteed delivery times

SMS 

(encrypted 

& signed)
Signature & 

encryption-

enabled

[Muntermann et al. 2005]
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Security Analysis II: 

Passive Acquisition of Information via signed & encrypted SMS

The novel mobile signature-based architecture 

design achieves further protection goals: 

 Integrity & Accountability can be checked via the 

mobile signature.

 Confidentiality can be achieved via SMS encryption.

 Availability depends on the mobile network 

connectivity.
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Security Analysis II:

Order Routing

44

 Confidentiality 
HTTPS provides encrypted 
communication.

 Integrity
Protected via mobile 
signature

 Accountability
Can be checked via the 
server’s certificate and the 
signed confirmation.

 Availability
Can not be guaranteed (e.g. 
denial-of service attacks).

Online Broker

SIM AT request

Transaction request

via HTTPS

Order Routing

SIM AT Confirmation

(signed)

Signature & 

encryption-

enabled

[Muntermann et al. 2005]
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Security Analysis II:

Order Routing

The novel mobile signature-based architecture 

does not address further protection goals but it 

solves the PIN/TAN problem: 

 Necessary credential always available (signatures used 

instead of TANs).

 No TANs can be stolen.

 Signature-enabled SIMs (+SIM AT) works with (almost) 

any mobile phone.

45

[Muntermann et al. 2005]
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Conclusion

 Mobile brokerage services provide new 
opportunities to private investors.

 Intelligent integration of data sources and 
system is needed.

 Compared to M-Payment, usefulness can easily 
be demonstrated.

 Protection goal analysis & architecture designs 
can enhance security capabilities AND system 
usability.
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