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business a Mobile Market Context {

Different Parties \ NG
with different Interests L
- Customers/Merchants
- Communication partners /
- Citizens/Administration \
Network
sl oo N S Rl
of different
oI
Considering Conflicts
Service/
. . Content
.. In a world of consortia Provider
- more partners

- more complex relations
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M-Research in Frankfurt
business :

Mobile Business &
Multilateral Security

e
ZUINES
Mobile context-sensitive and time-critical business services
= Mobile Marketing Business Models for Mobile Operators Premium?

= Design Requirements for Context-sensitive Mobile Marketing
= Design Aspects of Transparency in Mobile Recommendations
» Integrative platform for the acquisition of context information

= Mobile financial information services LO c/->
mobile business

Multilateral Security, Privacy, and Identity Management

= FIDIS, PRIME, PrimeLife, PICOS P{Cbs
= Mobile Digital Signatures
= Secure Mobile Applications PR’ME

* Privecy and kienily Managemenl for Burops

= Economic evaluation of security/privacy requirements

@PrimeUfe
Standardisation and Regulation [
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business PREMIUM Project

= Potential: Mobile network operators have a customer relation with
most of the German population!

= Offering: Mobile network operators are providing service providers
with a communication channel to potential customers.

= Motivation: Service providers gain higher, mobile initiated
revenues in their business.

= Objective: Eliminating data costs for customers while making
them marketing costs for service providers.

Premium?™
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ml:())Llljsllﬁe\SS PRIME LBS Application Prototype t

= Enhance privacy for typical LBS R ST

= Pharmacy search (“pull’)
= Pollen warning (“push”)
= Address wide user range by making only few

requirements on the existing infrastructure
= Simple WAP mobile phone (Version 1), Java phone (Version 2)

= Several challenges
= Privacy problems

= Regulation, e.g. of the handling of personal information (and
mobile services in general)
= Business constraints
= Easy integration into existing infrastructure
= Applicability to a wide range of business models
= Adaptability for different market structures 2




mobile N PRIME LBS Application Prototype

business

Intermediary Approach Architecture Overview

&

Mobile Operator
-localization and billing
-controls service access to

) Location Intermediary
location

-decoupling
(pseudonymization/
repersonalization)
-uniform management of
consent & policies
-proxies service
connections to MO
-matching of profiles to

User identity

Identity Border

Pseudonym

LBS Application
Provider
-privacy-preserving service
provision using
pseudonyms

[
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£
= PICOS - ,,Privacy and ldentity PICOS
Management for Community Services*

EU FP 7 Challenge “Secure, dependable and
trusted Infrastructures™

» Duration: 3 Years from Feb. 2008
Project budget: € 6 Mio, EC grant: € 4 Mio

Balanced mixture of industrial and academic
partners
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mobile N\ PICOS - Main questions and
business expected results

Main questions:

% What are the trust, privacy and identity issues in new context-rich
mobile communication services, especially community-supporting
services?

% How can information flows and privacy requirements be balanced in
complex distributed service architectures)?

% How can these issues be solved in an acceptable, trust-worthy, open,
scalable, manner?

“ Which supporting services and infrastructures do the stakeholders
need?

Expected results:

% A set of interdisciplinary requirements for trustworthy, privacy-
friendly community transactions.

% A platform prototype that demonstrates the provision of state-of-the-
art privacy and trust technology to community applications.

s User-centric trials that validate its applicability.




mobile N\ PrimeLife

business :
= EU FP7 Challenge “Secure, dependable and
trusted Infrastructures” )
% Primelife

» Integrated Project
= Planned for 3 Years from March 2008
= EC contribution : ~€ 10 Mio

= Partners
= |[BM, Microsoft, SAP, Giesecke & Devrient, W3C, and more...

IEH. SARdS W3C cure

Microsoft

Innovation Center
Europe (L) Giesecke & Doviient

sty il v, f_lﬁ:
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PrimeLife
business :
* Providing Privacy throughout Life: PrimeLife!
= .. digital footprints left over lifetime
= ... In emerging Internet applications . ,
= .. user-centric and configurable *;%,“PrlmeLlfe

= Making Privacy Real: PrimeLife!

= Making results of PRIME (FP6) and PrimeLife widely usable and
deployed

» Cooperating with other projects for transferring PRIME and PrimeLife
technologies and concepts

= Advancing State-of-the-Art in Technology supporting Privacy
and ldentity Management
= Mechanisms, HCI, Policies, Infrastructure

.. Building on results and expertise of PRIME

12
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business Information Society (FIDIS)

The challenge: “Identity” is changing

IT puts more HighTech on ID cards.

Profiles may make the ,,traditional ID concept obsolete.

New IDs and ID management systems are coming up (e.g. GSM).
Europe (the EU) consider joint ID and ID management systems.

Vision and Facts

Europe will develop a deeper understanding of how appropriate identification and
ldentity management can progress the way to a fairer European information
society

Network of Excellence in EU Framework Programme 6 (2004-04-01 - 2009-03-31)

24 partners from academia, industry, governmental organisations including
INSEAD, LSE, IBM, Microsoft EMIC, ICPP

More at: www.fidis.net

Selected M-Chair Contributions

Coordination of the whole network (administrative, presentation, etc.)
What makes an identity mobile based on the FIDIS identity concept?
State of the art of mobile identity management technologies
Standardisation (Liaison with ISO/IEC JTC 1/SC 27/WG 5)

Future of Identity in the

13
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business Standardisation and Regulation

= Multilateral Security, Privacy,
and Identity Management in

» |T Security Evaluation
= Criteria (IS 15408, Common Criteria)
= Certification

= Standardisation (in ISO/IEC JTC 1/SC 27)
= WG 3: IT Security Evaiuation Criteria
= WG 5: Identity Management and Privacy Technologies

= Standardisation and regulation (EU ENISA
Management Board, ...)

14
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= Electronic Broker Markets for context-
sensitive User Profiles in the Mobile
Marketing Domain

= Evaluation of dynamic pricing mechanisms for
broking of context-sensitive customer contacts to
mobile advertisers Premium®

= Development of targeting models for context-
sensitive Mobile Marketing applications

= Development of Design Framework and Process
Model for Mobile Electronic Broker Markets

4
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= Design Aspects of Transparent Mobile Event
Recommendations

= How can transparency be defined and realized in a
mobile environment?

= What information should be communicated to the user?

= How can transparency be integrated into a
recommendation process in order to refine it?

Mike Radmacher

Premium®™

’ 2 of your friends are going to

’ M watch this movie.

o
— &

:calendar

my.recommendations

Spiderman 4
Movi

vie
Cinema: Metropolis, New York, USA

The cinema is S minutes
away.

home events preferences logou

t

20:00
04.01.2008

]

Yes, this is

right or No, this is not

P important for Yes, this is right or Yes it is right or
me. right but not so important for ~ Yes, this is important for me but
important for me. right and very  not appropriate for this
me. important for event.

me.
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= Assessing the Value of Enterprise Identity Management
(EIdM) - Towards a Generic Evaluation Approach

= Decision support instruments for the investment into Enterprise ldentity
Management Systems (EIdMS)

= Based on the Balanced Scorecard approach

Denis Royer

» Further Research Interests:
» Evaluation of investments into EIAMS
» EIdMS process models (GenericlAM)
= |T-Controlling

[}
Business Objectlves Compliance Objectives
Security / £ |E§ @1
Risk- el |
Mgmt. Business Security / Risk-
Processes Mgmt.
Decision g
SUPEGIL Process Process
Tactical Cash Flow Maturlty Maturity Prolect Risk
- Layer
1
- COSt.S Producthlty Roles Leve_l o]
Business redu:‘tlon Compllance

PN Processes

Business Objectives ' Compliance Objectives 18
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= Privacy and Identity Management for Europe (PRIME)

» Research Interests:
= Mobile networks and disaster management
* Privacy in communication infrastructures
= Location based services, especially
online communities

+«— Preparatory phase——— Di phase

Disaster managemen

* Controls the disaster
management system

* Register disaster

* Update disaster

* Terminate disaster data

« Update status

Relea:
Assgns\ocal ization odes o ings and
notifcatior

Transmission of \Dca(o data
Transmission of statistics

Notifications.

# Translates Userpseudonym Various servers mobile operator

#  Supports notification transmission Passing on of station
s Location data

*  Warnings
jon * Instructions
5 ar n of 0 * Notifications Registered person /
X Property owners
Matcher -
«  Matching and execution -
Citizen of observation rules =N,
*  Administer user account "-;

« Protecting user account ' P(-m and Identity Management for Europe
-
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Authentication and Access Control

= |dentity Management, specifically inter-service
Authentication Infrastructures

= Economics of Identity Management

= Open IdM for Mobile Operators
= | ocation-based Services
= SIM Cards

= Possible Business Cases and Potentials

“PRIME > 3 PrimeLife

" ..+ Privacy and Identity Management for Europe
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= Mobile Security-Critical Applications

Trustworthy mobile platforms
Security analysis methods
Mobile system security requirements

Security-critical application
Implementation

Secure code development
techniques

Evgenia Pisko

21
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= [Future of Identity in the Information
Society (FIDIS)

(. “d 17
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* Privacy & Identity Management topics
INn the context of advertisement based
mobile services

= Mobile Marketing & Business Models
= Mobile TV

André Deuker

22
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* Privacy and ldentity Management for
Community Services (PICOS)

L

B
PICOS

= Research Interests

= Mobile Communities
= Mobile Entertainment
= Web 2.0

= Visualisation

23
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* Privacy and ldentity Management for
Community Services (PICOS)

£
PICOS

= Research Interests

* Privacy and identity management issues in the field of online
social and collaborative networks, esp. focussing on eBusiness
scenarios

* Privacy-aware application design
= Team management in the social network*‘s age

24
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= PhD Thesis on Information Privacy in Social Network Applications
= Senior Manager, Security & Privacy Services, Deloitte/Germany

= Project Editor at ISO/IEC JTC 1/SC 27 for

= Research Interests:

Privacy Framework (ISO 29100)
Privacy Reference Architecture (ISO 29101)

Information Privacy
Privacy-Enhancing Technologies
Social Network Applications
Semantic Web
Web 2.0 Services
IT Standardization




mobile N\

bUSINESS Kal Rannenberg E

= Multilateral Security, Privacy,
and Identity Management in
* |Infrastructures

= |T Security Evaluation
= Criteria (IS 15408, Common Criteria)
= Certification

= Standardisation (in ISO/IEC JTC 1/SC 27)

= WG 3: IT security Evaluation Criteria

= WG 5: Identity Management and Privacy Technologies

26
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business Kal Rannenberg - further topics E

= Reachability Management & Context-Rich
communication S0,

= Standardisation and regulation (EU ENISA Management
Board, ...)

27



